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Abstract

We study security and privacy in deployments of Radio Frequecy Identi cation
(RFID) technology and propose novel mechanisms for improvig RFID privacy.
In the rst part of the thesis, we consider two real deploymerts of RFID tech-
nology: library books and electronic passports. For each ddoyment, we set out
security and privacy issues. Then we analyze existing RFID ¢chnology in the
context of these issues. We relate these issues to concretechnical problems,
such as the problem oforivate authentication: how can Alice and Bob determine
that they share a secret key without an eavesdropper learnig their identities?

The second part of the thesis describes new techniques for Ising these
problems. We describe a symmetric-key private authenticaion protocol which
requires work logarithmic in the number of RFID tags in a system, while all
previous solutions required linear work. Then we discuss usg a trusted third
party called an \infomediary" to enforce a privacy policy and a way to realize
the infomediary by \recoding" RFID tags. We move beyond recading with
a method for tags to generate a new one-time pseudonym on eacaeading.
Our pseudonym scheme requires work logarithmic in the numbe of tags for
an infomediary to learn the real tag ID from a pseudonym, while all previous
schemes required linear work. A drawback is that our schemeokes some, but
not all, privacy if individual tags are compromised; we showthat the result
is a tradeo between privacy and reader e ciency. Our scheme also supports
delegation to third parties of the ability to learn tag IDs for a limited n umber
of reads. We show that delegation enables the transfer of an RD-tagged item
between two mutually distrustful parties. Finally, we close with open problems
and future directions.
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Chapter 1

Introduction

In the near future, millions of people will interact directl y with a Radio Fre-
quency Identi cation (RFID) device. In RFID, a \tag" is appl ied to an item
or a container. The tag can then be interrogated via radio waes by an RFID
reader to return a small amount of information, such as a sedl number. The
technology promises bene ts for supply chain managementtém tracking, anti-
counterfeiting, and other areas.

At the same time, RFID technology raises security and privay issues. For
example, applying RFID tags to individual items raises the possibility that the
movement of these items can be tracked, or that individuals an be scanned
to learn what items they carry. For another example, anti-counterfeiting uses
of RFID rely on the tag being bound tightly to the item it authe nticates. We
explore these issues in the context of two real deploymentgjerive problems to
solve, and give new techniques for solving these problems.

1.1 Motivation

Our motivation is that unless we study RFID architectures th at can provide
privacy and security now, we will nd ourselves stuck with literally millions of
legacy tags that provide no support for privacy and security Our experience
with the Internet teaches us that systems designed without aversaries in mind
fall victim to ever more clever exploits.

Now is a good time to raise issues regarding security and pracy, because the
use of RFID technology is growing. The most widely known RFID technology
is the supply chain RFID tags used by Wal-Mart and the US Depatment of De-
fense. In 2003, Wal-Mart announced that its top 100 supplies must implement
RFID tags for tracking pallet shipments to warehouses by Jamary 2005. The
Department of Defense, in contrast, has used RFID tags for Igistics manage-
ment since the late 1990s, after bad experiences with logists during operation
Desert Storm. While both organizations currently use RFID for pallet and case
level tagging primarily, the push in both Wal-Mart and the De partment of De-
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fense is towards \item-level tagging," in which each individual item is assigned
its own RFID tag.

The vision of RFID tags for supply chain management started & the MIT
Auto-ID Center. Originally started in 1999, the Center turn ed over its oper-
ations in 2003 to a commercial consortium, EPCglobal. The sated goal of
EPCglobal is a tag aimed at the supply chain that costs 5 US cets; cheap
enough to apply to nearly every item. The consortium also spei es an \elec-
tronic product code” for uniquely identifying every instan ce of every item ever
tagged. Early work on privacy issues in this context was caried out by Weis,
Sarma, Rivest, and Engels, who de ne the problem and set out alutions for
RFID tags in the supply chain context [84].

Since the seminal work of Weis et al. [84], there has been a sy& of in-
terest in RFID privacy. Part of this interest has stemmed from greater public
awareness of RFID technology. For example, Wal-Mart, Benetion, and Tesco
Supermarkets have all been widely reported as conducting tals of RFID tags
on individual items. The Metro Future Store in Germany, for another example,
paired item-level tagging with an RFID shopper loyalty card. These reports
raised signi cant privacy concerns and furthered interestin designing more se-
cure and more private RFID architectures. In some cases, thee reports led
to boycotts of the organizations involved or demonstratiors against the use of
RFID technology. The key issues here are that RFID tags can beead silently
at a distance and may carry sensitive information. In most cases, detailed in-
formation about the deployment was not available, leaving he public to assume
the worst.

Despite such resistance, momentum is growing behind deployents of RFID
technology. Many of these deployments are in a wider varietyof contexts than
the supply chain. Hitatchi, for example, has introduced a \mu-chip" RFID for
bank notes, concert tickets, and item tracking. As we will se later in the thesis,
library books and electronic passports are two other real wdd applications of
the technology.

A further motivation of our work is to expand the scope of RFID privacy and
security work beyond the supply chain. While the supply chan is undoubtedly
one of the largest applications for RFID by tag volume, todays supply chain
tags are typically applied to containers, not individual it ems. In contrast, other
applications of RFID make use of item-level tagging today orin the near future,
raising more serious privacy concerns. The technology aseptions in these
deployments are also di erent, raising the possibility of di erent methods that
may be too computationally expensive or otherwise ill-suied to the supply chain
setting. For example, the most high-end devices, such as thlse used in electronic
passports, have computational power comparable to a smartard, including the
ability to perform public-key cryptography. Despite this ¢ omputational power,
there remain privacy and security problems in electronic pasport deployments
that require novel thinking and novel solutions. Simply having cryptography is
not enough to automatically ensure privacy.
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1.2 Learning From Deployments

Privacy is notoriously di cult to pin down. Before we can bui Id better RFID
architectures, however, we need to formulate clear technal problems. We must
also show that solving these problems will make concrete impvements in the
privacy and security o ered by RFID technology.

To nd these problems, we look at two real deployments of RFID. Our
method is to evolve the \right" problems by looking at the security and privacy
issues in deployments, then attempting to generalize. The dvantage of looking
at real deployments is that we can gain a lot of insight into the real impact of
RFID technology and some insight into possible \unintended consequences" of
implementation decisions.

The rst deployment we consider is the application of RFID to libraries.
In this deployment, RFID tags are used to manage inventory am check-out of
library materials, such as books, videotapes, or DVDs. In Fygure 1.2 we show
a picture of a hand-held RFID reader scanning library books & a real RFID
deployment, the Santa Clara City Library. Over 130 librarie s in North America
alone have implemented RFID tags for tracking items, and moe are on the way.

Library reading habits are widely considered private information. We ex-
plain this in the context of the United States this by situati ng libraries in a
broader framework of \information goods" and showing how irformation goods
are protected by norms and law. Because an RFID tag is appliedo each indi-
vidual book, the ability to read RFID tags remotely raises privacy concerns. In
Chapter 3 we investigate current library architectures and set out what infor-
mation is and is not leaked by these architectures. In partiazlar, we focus on
tracking attacks, in which a book's movements are tracked, andhotlisting, in
which an adversary can learn if an individual carries a spect sensitive book.

The second deployment we consider is that of electronic papsrts, or \e-
passports." These promise to reduce passport fraud by tyinga passport holder
to a secure biometric embedded in an RFID on the passport. An arly adopter
in this area is Malaysia, which began issuing such passporia 1998 and now has
over ve million in circulation. We refer to Figure 1.2 for a d escription of how
Malaysian e-passports are used in immigration at Kuala Lumpr airport and
elsewhere. More recently, the United States, Australia, ad Belgium, among
other nations, have moved to adopt e-passports of their own.n Chapter 4 we
outline the security and privacy issues in e-passports. We low that the use
of biometrics means that the data contained on an e-passporis more sensitive
than might be expected.

From these deployments, we extract two key problems for RFIDarchitec-
tures. First, we consider private authentication, or how an RFID tag and a
reader can determine that they share a secret without leakig their identities.
Traditional cryptographic methods are not su cient in the R FID context, as
most such methods assume that the identity of the parties is kown. As a result,
adopting these methods to the RFID setting often means that areader must try
all possible shared secrets before nding the \right" secré¢ This leads to the
reader doing work linear in the number of possible tags, whia is impractical as
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Figure 1.1: Close-up of a library RFID reader and a picture ofthe reader in
use. Pictures courtesy Santa Clara City library.
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Figure 1.2: Instructions for using a Malaysian biometric epassport. Over ve
million such e-passports have been issued to Malaysian citens.
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Reader A \
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Reader B Deny
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NYM
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Figure 1.3: An infomediary interacts with two RFID readers, Reader A and Reader B.
Both readers read the same Tag and receive a pseudonym, theruery the Infomediary.
The Infomediary checks the privacy policy for that Tag. As a result, the Infomediary
tells Reader A the tag's ID and denies access to Reader B.

there may be thousands or millions of tags in a deployment. Neertheless, we
show that private authentication enables RFID security and privacy, because it
prevents unauthorized readers from reading or modifying tke state of an RFID
tag.

Second, we discuss building an RFIDinfomediary, which is a trusted third
party that controls access to tag data. We show how rewritabk tags enable a
basic kind of infomediary, but still fall victim to tracking and hotlisting attacks.
To x this problem, we turn to RFID pseudonyms as introduced by Ohkubo,
Kinoshita, and Suzuki [69]. Unlike the case of private authatication, an RFID
pseudonym is simply a specially encrypted version of the RAD tag's ID. Each
time the RFID tag is read, it responds with a di erent pseudonym. With the
right secret key, the pseudonym can be decrypted to yield thecorrect ID. With-
out the key, however, no two sightings of the same tag can berked together,
because the tag returns di erent encrypted pseudonyms eactime. Pseudonyms
are appropriate for applications where the reader simply wats to know the ID
of a tag and does not need to send any commands to the tag. Jussdor private
authentication, however, applying traditional cryptogra phic approaches to this
problem results in linear work for the RFID reader.

We also introduce an extension to RFID pseudonyms calleddelegation
In delegation, we give a reader the ability to decrypt a limited number of
pseudonyms. This means that the reader can identify an RFID &g for a limited
time. After this time the tag's pseudonyms become unlinkabk again. Delega-
tion allows us to perform \revocation" without requiring th e RFID tag to be
explicitly noti ed. We also show how delegation enablesownership transfer of
an RFID-tagged item between two mutually distrusting parti es. The problem
of ownership transfer is particularly important in supply c hain applications of
RFID, where many di erent entities may handle an object before it reaches its
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nal destination.

Another key motivation for delegation is that it limits the a mount of trust
that must be placed in any single RFID reader. For example, ifa deployment
has one million tags and ten thousand readers, with existingmethods o ine
operation of a reader requires secrets su cient to read any &g at any time.
Therefore, the compromise of even a single reader may be cataophic. With
delegation, each reader can be given only the secrets it negdor a period of
time. If a reader is compromised, the damage is limited to thee secrets alone.

After setting out the problems, in Chapter 5 and Chapter 6 we gve novel
solutions to these problems for RFID tags that can compute psudo-random
functions. Recent advances in circuit design for AES by Feltiofer et al. suggest
this is practical for a wide range of RFID devices [25]; we nat that e-passport
RFID tags already support 3DES and tags exist in the inventory space that can
support 3DES (albeit at extra cost compared to non-cryptographically enhanced
tags). A main feature of our solutions is that they require wark only logarithmic
in the number of RFID tags for the reader, in contrast with previous solutions
that require linear work. We close by pointing out open problems and future
directions for research in RFID privacy and security.

Beyond its intrinsic interest, RFID is an area that showcases the interaction
between traditional computer security and physical securly. Studying the inter-
play between the two in the RFID setting gives us insight into designing against
threats spanning the two worlds. As computation becomes mag embedded in
the physical world, we expect this insight will apply to new and di erent areas.

1.3 Contributions and Statement on Joint Work

The original work in this thesis is joint work. | am indebted t o0 my collaborators
for their insight, good humor, and patience. The contributions of the thesis and
speci ¢ collaborations are as follows:

In Chapter 3 we analyze vulnerabilities of RFID deploymentsin libraries.
We show that all current RFID tags used for libraries expose ibrary pa-
trons to tracking and hotlisting attacks, and we suggest comrete improve-
ments. This work is joint with David Wagner and appears at the 2004
ACM Conference on Computer and Communications Security [6

Chapter 3 also includes a discussion of legal, normative, ahpolicy ques-
tions concerning privacy in \information goods," of which library books
are one example. This work is joint with Nathan Good, Jon Han, Eliza-
beth Miles, Deirdre Mulligan, Laura Quilter, Jennifer Urba n, and David
Wagner. A summary of the work appears as a short paper in the 24
ACM Workshop on Privacy in the Electronic Society [32].

In Chapter 4 we analyze security and privacy issues in \e-pagports,” which
are passports that carry RFID devices. In particular, we corsider the re-
cent standard for e-passports published by the Internatioral Civil Aviation
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Organization (ICAO) and deployments of ICAO e-passports bythe United

States and other countries. We show that the original deploynent choices
of the United States in rolling out ICAO e-passports put both the secu-
rity and the privacy of U.S. e-passport holders at risk. Sine the initial

publication of our work, U.S. policy has changed to improve epassport pri-
vacy protections; we brie y summarize the new policy. This work is joint

with Ari Juels and David Wagner. It appears at the IEEE SecureComm
2005 Conference. Our work also appears on the eprint.iacrg preprint

archive [43] and as part of a formal comment to the U.S. Depannent of
State led by the Electronic Frontier Foundation.

In Chapter 5 we give a symmetric key scheme for private authetication

with O(log n) work, where n is the number of RFID tags in a deployment.
This is the rst symmetric key private authentication schem e with loga-
rithmic work, answering an open question of Weis et al. [84].This work

is joint with David Wagner and appears in our publication at t he 2004
ACM Conference on Computer and Communications Security [6

In Chapter 6, as part of formulating the problem of RFID pseudonyms,
we discuss a method for preserving privacy by using RFID infmediaries.
We show how an infomediary can enforce a privacy policy for rading tag

data, given the ability to \recode," or re-write, an RFID tag . This work is

joint with Ross Stapleton-Gray and David Wagner. Our work also appears
in the book RFID Applications, Security, and Privacy, edited by Simson
Gar nkel and Beth Rosenberg [59].

In Chapter 6 we give a scheme for RFID pseudonyms that requirg only
O(logn) work for a trusted authority to map a pseudonym to the real
tag identity. This is the rst RFID pseudonym protocol with | ogarithmic
work for the reader. The scheme also supports delegating thability to
map pseudonyms to real identities for a limited time only. We show how
this delegation ability allows for ownership transfer of RFID tags between
mutually distrusting parties. This work is joint with Andre a Soppera and
David Wagner and appears at Selected Areas in Cryptography @05 [58].
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Chapter 2

RFID Technology

The term Radio Frequency Identi cation (RFID) has come to st and for a fam-
ily of technologies that communicate data wirelessly from asmall chip called a
\tag" to a reading device. Many RFID devices, including all t he devices consid-
ered in this thesis, arepassive that is, they carry no on-board source of power
and are powered only through energy provided by the reader'signal. Beyond
this, RFID technologies may have di erent characteristics depending on the in-
tended application. Within an application, often several di erent types of RFID
are available; as a result, it is hard to make sweeping stateents about RFID
technology as a whole. We now survey some of the di erent RFIDtypes and
applications they serve.

Perhaps the most well-known RFID application is the use of RHAD tags to
improve e ciency of the supply chain, as used by Wal-Mart, th e U.S. Depart-
ment of Defense, and others. Supply chain tags are designed e as simple
and cheap as possible, with minimal additional features begnd holding a sin-
gle identier. For example, the only privacy feature in the tags specied by
the industry body EPCglobal is a special \kill" command that renders the tag
permanently inoperative. The target cost for supply chain tags is US$0.05 in
high volume, although today's tags cost closer to US$0.20. @ply chain tags
typically operate at a frequency of 915 MHz and have an intenéd read range
of three to ve meters.

Two major types of RFID are used in the supply chain. First, the Inter-
national Organization for Standardization (ISO) has published a standard, 1SO
18000-6. Second, EPCglobal, a consortium of several RFID nmafacturers to-
gether with the Uniform Code Council, publishes speci cations for RFID tags.
Recently, EPCglobal completed its \Gen 11" standard; at thi s writing, compli-
ant RFID tags are starting to appear from manufacturers such as Alien and
Matrics.

We will consider two other applications besides the supply bain: libraries
and electronic passports. Both of these applications use RP tags that operate
at a frequency of 13.56 MHz. We go into more detail about the tpe of RFID
used in these applications in the following chapters. A tabé summarizing some
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RFID Type | Frequency | Application Range
EPC 915 MHz | Supply Chain 3m
EPC 13.56 MHz | Supply Chain | .5m

ISO 18000-6( 915 MHz | Supply Chain 3m

ISO 18000-3| 13.56 MHz Inventory .5m

ISO 15693 | 13.56 MHz Inventory .5m

ISO 14443 | 13.56 MHz | Smart Card 10cm

Figure 2.1: Representative RFID tag speci cations, with the frequency of oper-
ation, intended application, and intended read range.

representative RFID types is found in Figure 2.

We write intended read range to mean the ranges achievable with vendor-
standard readers. An adversary willing to build its own readers may achieve
longer read ranges, especially if it is willing to violate aplicable laws regulating
radio devices. In fact, there are at least four di erent ranges of interest in the
RFID setting.

The powering range the range at which an RFID device can be provided
with enough energy to function properly, given a speci ed amount of en-
ergy available to the adversary's terminal.

The direct communication range, the range at which an adversary can
communicate with an already powered RFID device.

The reader-to-tag eavesdropping rangethe range at which an adversary
can passively overhear communication from an RFID reader taa tag.

The tag-to-reader eavesdropping rangethe range at which an adversary
can passively overhear communication from an RFID tag to a rader.

Di erent RFID technologies will have di erent values for ea ch of these ranges.
Therefore, each range should be considered in the context @ speci c RFID
technology. It is not clear, for example, that a long range fo one technology
implies a long range is achievable for a di erent technology

At this writing, relatively little hard data is available fo r these ranges, but
some information is known. Tests by the U.S. National Institute of Standards
and Technology were widely reported as showing a 30 foot easdropping range
on I1SO 14443 devices [89], but technical data is not yet avaible. Flexilis
Security demonstrated a 69 foot direct read range for EPC tag, but a technical
writeup of the demonstration is not yet available [81].

K r and Wool use simulations to estimate the powering range for ISO 14443
13.56 MHz devices at roughly 50cm. They present a design for device that
powers the RFID to enable communication by a di erent antenna located fur-
ther away. They also show how man in the middle attacks can tak advantage
of a long-range communications method to make it appear thatan RFID tag
is present to a reader, when in fact the tag is arbitraily far avay [47]. Hancke
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reports on a practical implementation of the relay portion of their attack [35].
Recently, Hancke, and independently Kirschenbaum and Wooteported on prac-
tical implementations of skimming for ISO 14443 devices; bth report skimming
ranges of roughly 25cm [36, 49]. Hancke also reports a 4 meteavesdropping
range, but speculates that this range may improve with more sphisticated sig-
nal processing techniques.
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Chapter 3

Library RFID

3.1 Overview of Library RFID

Many libraries are starting to tag every item in their collections with radio
frequency identi cation (RFID) tags, raising patron priva cy concerns. Several
libraries, such as the Santa Clara City Library in California, the University of
Nevada, Las Vegas library, and the Eugene, Oregon public litary have already
tagged many of the books, tapes, CDs, or other items in their cllections. In
an item-level tagging regime, the ability to track tags raises the possibility of
surveillance of library patrons and their reading habits. We investigate privacy
risks in libraries' use of RFID technology and methods for mhimizing such risks.
Most supply chain applications focus on tagging cases or phkdts holding
merchandise. A key question has been the feasibility, secity, and privacy of
item-level tagging in which each individual item is given its own RFID tag.
Many have raised concerns over the privacy implications oftem-level tagging.
Still, item-level RFID tagging is often considered to be 5 ormore years in the
future for retail RFID applications, due to the cost of tags, reader infrastruc-
ture, and uncertainty about near term applications. In contrast, library RFID
applications require item-level tagging, because RFIDs & used to manage each

Tag Type Example Library Example Vendors
Checkpoint WORM Santa Clara City Checkpoint
Checkpoint writeable None Checkpoint
TAGSYS C220-FOLIO U. Delaware VTLS, TechLogic

ISO 15693/18000-3 MODE 1
ISO 18000-3 MODE 2

National U. Singapore
Not yet available

3M, Bibliotheca, Libramation
Coming soon

EPC Class 1 13.56MHz
EPC Class 0 915MHz
EPC Class 1 915MHz

Not for library
Not for library
Not for library

WalMart
WalMart
WalMart

Figure 3.1: Summary of the RFID technologies used in librares.
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Figure 3.2: On the left, a Checkpoint library RFID tag. On the right, an exit
gate.

item in a library collection. Thus, library RFID applicatio ns may be the rst
major deployment of item-level tagging. This provides an oortunity to study
the privacy implications of item-level RFID tagging in a concrete, real-world
setting.

3.2 Library RFID Issues
3.2.1 Why Libraries Want RFID

RFID technology promises several important bene ts for libraries. The major
motivating factors may change from library to library, but s everal common
themes have emerged.

First, RFID may reduce the incidence of repetitive stress injuries (RSI). A
study at the San Francisco Public Library found that circulation desk work
involves several motions likely to cause injury [52]. More finportantly, library
employees may face permanent disability from RSl injuriesat least one Berkeley
Public library employee has been forced to retire permaneny due to a RSI-
related disability. While formal studies on the RSI benet of RFID are not yet
available, vendors claim signi cant reductions in the nhumber of motions required
for checkout.

Second, RFID promises to streamline mechanisms for patroself-check al-
lowing patrons to check out items without the help of library sta. Self-check
machines that work with library magnetic strip security systems can only check
out one book at a time. An RFID-based approach can, in theory,read and
check out a stack of books placed on a self-check machine wiht the patron
needing to handle each book individually. Several vendorslao suggest the use
of RFID-enabled patron cards, which o er the promise of comgetely hands-free
checkout.

Third, librarians hope to make inventory management easiemy using RFID
tags. Hand-held RFID readers promise the ability to sweep a kelf once and
obtain a list of all books on the shelf. Ease of inventory was oe of the major
considerations cited by the Vatican library [30]; because le library does not
allow persons (except for the Pope) to check out materials ,tem checkout is
not a concern. The Singapore national public library credits their RFID system
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with reducing inventory time from a week to hours [88].

Finally, RFID acts as an enabler for automatic sorting on bod check-in.
Sorting systems, such as those from TechLogic or FlashScaoan read a bar code
from the RFID and look up the shelf location from the bibliographic database.
The book can then be sorted into a cart directed at the approprate location.

The exact extent of bene ts from RFID in the library setting i s still being
worked out. We stress that we do not attempt to evaluate all apects of library
RFID, only the privacy and security risks. At the same time, we believe it is
important to understand the reasons why librarians may want this technology.

3.2.2 Information Goods in the United States

We can better understand the privacy issues in library mateials by situating
them in a broader context of \information goods." We use the term \information
goods" to refer speci cally to books, music, and Im. Indivi duals have strong
expectations of personal privacy in their choice of informaéion goods that are
reinforced in social norms, public policy, and law. We will onsider these ex-
pectations as expressed in the norms and law surrounding infmation goods in
the United States. In particular, we look at connections betveen privacy, the
First Amendment, and information goods. These connectionsshow that RFID
privacy issues are of special interest in the library contek

Individuals' expectations of privacy when buying or borrowing books, mu-
sic, and Im stem from traditional ways to access those mediawith relative
anonymity. Currently, individuals can purchase each of these goods with cash.
In this case few means remain beyond the point of sale to diswer the buyer's
identity or to monitor what use the buyer makes of the work. Without identi-
fying themselves, people can browse information on the Intenet or in a library
without checking materials out. Although library borrowin g requires identi-
cation and registration, libraries have historically been staunch defenders of
patron privacy, providing elaborate policy mechanisms to @ésure records are
kept secret from third parties when at all possible.

Traditionally, libraries have championed First Amendment rights to free
speech and freedom of inquiry, viewing themselves as defeaid of due pro-
cess in the face of threats to free and anonymous inquiry. In @ Interpretation
of the Library Bill of Rights, the American Library Associat ion instructs that
"[iln a library (physical or virtual), the right to privacy i s the right to open
inquiry without having the subject of one's interest examined or scrutinized by
others." To this end, "[rlegardless of the technology used,everyone who col-
lects or accesses personally identi able information in ag format has a legal
and ethical obligation to protect con dentiality.” In addi tion to this broad pol-
icy statement, libraries' privacy policies typically impl ement Fair Information
Practices-they hold patrons' information for the shortest time possible, keep
minimal patron records, and restrict access to patron borraving records, even
where not required by law to do so.

Established public policy reinforces these normative cusims of relatively
anonymous or con dential access to information. A patchwok of existing law

23



protects the unique privacy interests in information goodsfrom a number of
would-be intrusions in a range of settings. While the privagy protections sur-
rounding information goods are neither complete nor unifom, taken as a whole
they re ect a core policy principle: that our democratic society guarantees the
right to freely speak and listen without the potential chill ing e ect of personal
identi cation with the subject at hand.

The Constitution

The Constitution protects individual rights of free and pri vate inquiry against
government intrusion in the First Amendment's prohibition of any law that
abrogates freedom of speech and the Fourth Amendment's liné on government
surveillance. The Supreme Court has pronounced that the Fist Amendment
protects the right to inquire freely as the logical corollary to freedom of speech:
\The right of freedom of speech and press includes not only th right to utter
or to print, but the right to distribute, the right to receive , the right to read . .

. and freedom of inquiry. [78]"

Constitutional interests in open, surveillance-free use binformation works
limits the Government's power to discover the nature of its dtizens' intellec-
tual consumption. The Supreme Court provided an example of his boundary
in United States v. Rumely holding that Congress could not compel a whole-
saler of politically controversial books to disclose salesecords at a congressional
hearing. The Constitution also limits the extent to which th e Government can
require citizens to disclose their choices in information acess. InDenver Area
Educ. Telecommunications Consortium v. FCC the Supreme Court struck
down a statutory provision requiring subscribers of indecat cable television pro-
gramming to rst register in order to receive those programs The Court found
that the requirement abridged the broadcaster's speech rigts and represented
an unconstitutional restriction on individuals' right to v iew privately. Further,
the Court struck down a statute requiring individuals to ide ntify themselves in
order to receive controversial material, recognizing the lrden such rules place
on accessing information.

Protection of book sales records received keen public attéion during the
Clinton presidency in the Kramer Books-Monica Lewinsky mater. In 1998,
Kramer sued to stop subpoenas from Independent Counsel Kemth Starr for
Monica Lewinksi's book purchase records. The store's ownestated that it is
their company policy to \not turn over any information about [their] customers'
purchases." Kramer was successful in blocking Starr's subgenas. Many organi-
zations, including the Association of American Publishersthe American Library
Association, the Publishers Marketing Association, and tre Recording Industry
Association of America, lauded the action and announced fanal support for
bookstore defense of consumer privacy as a matter of policy.
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Legislation

Congress and state legislatures have created a patchwork afdustry-specic
statutes that shield records of individual inquiry from disclosure to public and
private parties alike. These laws are generally based on Fainformation Prac-
tices and limit the collection, retention, and disclosure d data. These laws are
further evidence of the importance placed in the United Staks on privacy in
information goods.

Several federal laws protect data collection and use relatig to information
goods. These statutory protections, while still patchwork and incomplete, are
also typically stricter than for other goods. For example, & the federal level, the
Cable Television Privacy Act of 1984 protects cable televion subscribers from
unfair data collection and use, and the Video Privacy Protedion Act protects
the video rental records from release without a court order.

More directly related to our purposes, similar laws protectlibrary check-out
and circulation information from release with without a court order in 48 states.
The American Library Association notes \these laws mirror the express policy
of the American Library Association. Eleven state constitutions guarantee a
right of privacy or bar unreasonable intrusions into citizens' privacy. Forty-
eight states protect the con dentiality of library users' r ecords by law, and the
attorneys general in the remaining two states have issued dpions recognizing
the privacy of users' library records. [7]"

As an example of such laws, California state law provides:

All registration and circulation records of any library whi ch is in
whole or in part supported by public funds shall remain con den-
tial and shall not be disclosed to any person, local agency,rcstate
agency except as follows: (a) By a person acting within the smpe
of his or her duties within the administration of the library . (b)
By a person authorized, in writing, by the individual to whom the
records pertain, to inspect the records. (c) By order of the @pro-
priate superior court. As used in this section, the term \registration
records" includes any information which a library requiresa patron
to provide in order to become eligible to borrow books and otler ma-
terials, and the term "circulation records” includes any information
which identi es the patrons borrowing particular books and other
material [65].

The wording of laws in Alabama, lllinois, and New York is similar [64, 66, 67].

The recent USA PATRIOT Act modi ed the process by which a court or-
der can be obtained for disclosure of library records. In paicular, under some
conditions, such an order can be issued as a National Secwitetter; in this
case, the details of the order are sealed and libraries arertsidden from reveal-
ing that they have been served with such an order. The move toards such
secret disclosure of patron data has been near-universalhesisted within the li-
brary community. We note, however, that even this weakeningof the protection
a orded library patrons still requires a hearing before an arder is released.
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Risks of Using RFID

Whatever the applicable law, the policy goal of protecting private inquiry may
become more di cult as RFID is implemented. In the pre-RFID w orld, individ-
uals can pay in cash leaving no records and can hide the fact dfie purchase to
limit third party knowledge of their reading habits. Moreov er, before widespread
retail and library use of RFID, providers of information goods, from wholesalers
to retailers to renters and lenders, have control over theirown records, and
are often bound legally to demand due process of law before siilosing private
records. Data holders can examine subpoenas for authenttyi and cause, and
challenge them in court before disclosing private informaion. In the RFID-
enabled world, however, anyone with an RFID reader can potetially discover
individuals' informational preferences without their per mission. When informa-
tion goods can be \interrogated" over the radio, revealing the goods' identity
(or other information) to the immediate surroundings, no providers, librarians,
the individual, sellers of goods, nor the law stand between gople and those who
seek to know what information they consume. In the next secibn, we make this
observation more precise by describing current library RFD architectures and
the exact information leaked by library RFID.

Also unanswered is the question of what will constitute intentional intercep-
tion of radio transmissions or unlawful access to informaton stored on RFID
tags for purposes of the Wiretap Act as amended by ElectronicCommunications
Privacy Act (ECPA). Violation of these laws requires a reasmable expectation
of privacy on the part of the speaker, and such expectation mg not be reason-
able when an individual broadcasts information by radio frequency [77]. Indeed,
from 1986 to 1994 the law speci cally exempted the radio porton of cordless
phone conversations of phone conversations from protectiobecause such trans-
missions were so easily intercepted. Though a subsequent @mdment deleted
the exception, courts have said that \broadcasting communcations into the air
by radio waves is more analogous to carrying on an oral commuaeation in a
loud voice or with a megaphone than it is to the privacy a orded by a wire."
To realize its purpose, ECPA may require further amendment @ interpretation
by courts that extends its protections to the radio transmissions of RFID.

Finally, no library privacy law we are aware of speci cally requires libraries
to protect data stored on RFID tags from eavesdropping. In catrast, such
laws explicitly prohibit libraries from turning over patro n records without a
court order. What is the legal status of a library that adopts an RFID system
which leaks information to someone with an RFID reader? Doest depend on
which information, speci cally, is leaked by the system? Daes it depend on the
read range of the RFID technology in use? In our discussions ith librarians
in California, several have suggested that they do not beliee California law
compels them to protect data on an RFID tag. While bills relating to the use
and deployment of RFID tags have been introduced in Califorria, Utah, and
other states, we are not aware of any that directly address tle question of legal
responsibilities of libraries with respect to data stored o RFID tags.
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3.2.3 Current Library RFID Architectures

Once a library selects an RFID system, it is unlikely that anything short of
catastrophe could motivate a library to spend the money and &bor required
to physically upgrade the tags. Currently, tags cost in the reighborhood of
US$0.75 (exact prices are con dential and may vary widely) 5], while readers
and other equipment may cost multiple thousands of dollars.

Libraries make use of abibliographic databaseto track circulation informa-
tion about items in a collection. Each book, upon being acquied by the library,
is assigned a unique number, usually called bar code There is no xed relation
between author, title, and bar code. In today's library RFID deployments, tags
are programmed with at least the bar code. In addition, some endors suggest
placing extra information on the tag, such as shelf location last checked out
date, author, and title [50].

Check-out occurs at either a circulation desk or a special \slf-check” ma-
chine that allows patrons to check out their own books. In boh cases, the RFID
tag is read and the association between ID number and book Ide&d up in the
bibliographic database, and the status of the book is changito \checked out"
in the bibliographic database. Later, when the book is checkd in, the tag is
read again and the bibliographic database updated.

The RFID tag also acts as a security device. Special RFIDexit sensorsare
placed at the exit of a library, just as most libraries today have exit sensors
for magnetic strip anti-theft devices. When a patron exits, the sensors scan for
books that have not been checked out.

Depending on the vendor, the security check is achieved in deast one of two
ways. One method, used by 3M, VTLS, and Libramation among otters, stores
the status of the book on the tag; a speci ¢ bit, often called a\security bit,"
reveals whether the book is checked in or checked out. It is iportant to note
that the security bit does not necessarily a ect whether the tag can be read.
The security bit must be correctly set at every check-in and @eck-out, or else
false alarms may be triggered. A second method does not stotbe circulation
status on the tag. Instead, the readers query the bibliograpic database for
the circulation status of the book as it passes through the eit sensors; this
introduces issues of latency due to query time.

While this does not require writing the tag on each check-in ad check-out,
it introduces extra latency as the database is queried. To rduce latency, queries
may be answered by a cache on the same LAN as the exit sensor. df cache
is used, then methods must be used to maintain cache consistey with the
bibliographic database. In addition, such a cache creates aeparate location
with potentially sensitive data, i.e. the list of bar codes aurrently checked out
of the library.

Many vendors also o er hand-held RFID readers. These readerare intended
for use in nding lost books and taking inventory. Typically these consist of
a Windows CE or PalmOS device attached to an RFID reader. The ange
of hand-held readers is on the order of 4 to 6 inches. Hand-hetlreaders can
be programmed for a variety of tasks, including mass inventoy of books and
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searching for a speci ¢ target RFID.

Privacy concerns in today's deployments have focused on thbibliographic
database and short range of RFID readers. Without the bibliagraphic database,
an adversary cannot directly map a bar code number to the tite and author of
a book, and so cannot immediately learn the reading habits opeople scanned.
Some library RFID proponents have argued that an adversary vithout the
database and with only short-range readers poses little to a risk. In the next
section, we show this is not the case.

3.2.4 Attacks on Current Architectures
Threat Model

In what follows, unless otherwise speci ed, we assume the agrsary does not
have access to the bibliographic database. We do assume thdhe adversary
has access to an RFID reader and where indicated has the powé¢o perform
passive eavesdropping or even active attacks. Our attacksra summarized in
Figure 3.3.

Detecting Tag Presence

Current RFID tags do not prevent an unauthorized reader from detecting a
tag's presence. Detecting a new library RFID tag means somew or something
moved a book into detection range, typically signalling the presence of a human
being. Detecting human presence enables applications sues alarm systems,
advertisements that respond when someone comes near, or te¢ame tracking of
speci ¢ tags. The ability to detect a human presence might, h some cases, be
considered an infringement on that person's privacy.

Static Tag Data and No Access Control

Referring to Figure 3.3, we see that none of today's library FFID tags employ
read passwords or other read access contrél. Because the identi er on the
RFID tag never changes throughout its lifetime, the ability to read the tag at
will creates several privacy risks.

First, the adversary may determine which library owns the book and infer the
origin of the person carrying the book. In particular, bar codes for libraries with
the Innovative bibliographic database have well-known, gegraphically unique
pre xes. Vendors may also place library IDs on tags to prevehtags from one
library from triggering readers at another. Learning origin data can be a privacy
problem. For example, police at a roadblock may scan for pawns from speci c
city libraries in predominantly minority areas and search them more carefully;
this would raise issues of racial pro ling.

1Proprietary tag formats may raise the cost of building unaut horized readers, but such
minor barriers will inevitably be defeated. As always, secu rity through obscurity is not a
good defense.
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Second, any static identi er can be used both totrack and hotlist books. In
book tracking, the adversary tracks a book by correlating mutiple observations
of the book's RFID tag. The adversary may not necessarily knav the title
and author of the book unless the bibliographic database is \ailable, but the
static identi er can still be used to track the book's movements. Combined
with video surveillance or other mechanisms, this may allowan adversary to
link dierent people reading the same book. In this way, an adersary can
begin pro ling individuals' associations and make infererces about a particular
individual's views, e.g. \this person checked out the same boks as a known
terrorist” or \mainly younger people have been seen with this book, so this
person is young-thinking."

In hotlisting, the adversary has a \hotlist" of books in adva nce that it wishes
to recognize. To determine the bar codes associated with tls® books, the
adversary might visit the library to read tags present on these books. Later,
when the adversary reads an RFID tag, it can determine whethe that tag
corresponds to a book on the hotlist. With current architectures, hotlisting
is possible: each book has a single static identi er, and th8 identi er never
changes over the book's lifetime.

Hotlisting is problematic because it allows an adversary togather informa-
tion about an individual's reading habits without a court or der. For example,
readers could be set up at security checkpoints in an airportand individuals
with hotlisted books set aside for special screening. For ather example, read-
ers could be set up at the entrance to stores and used to tailgpatron experience
or target marketing; these readers would look almost identtal to the anti-theft
gates used today.

Hotlisting is not a theoretical attack. We recall FBI warnin gs regarding
almanacs as an indicator of terrorist activity [22]. We have also heard anec-
dotal reports from librarians that they refuse requests by bw enforcement to
track speci c titles, and there are troubling historical pr ecedents surrounding
law enforcement and libraries. In the 1970s, the FBI Library Awareness Pro-
gram routinely monitored the reading habits of \suspicious persons"; this was
stopped only after public outcry and the passage of library givacy laws in
many jurisdictions. Under the USA PATRIOT act, however, pat ron records
may be accessed by order of the Foreign Intelligence Surviihce Court, or via
a National Security Letter, as well as by a regular court orde[23].

We have experimentally veri ed that tags can be read without access control
at two library deployments of RFID. One library is the Gesar Clavez branch
of the Oakland Public Library, which uses 1SO 15693 tags; theother is the
University of Nevada, Las Vegas library, which uses Texas Istruments Tag-It!
tags. We used a TAGSYS Medio S002 short-range reader for ouxperiments.
We saw both deployments use static identi ers that enable tracking and hot-
listing.
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Collision-Avoidance IDs

Even if RFID tags were upgraded to control access to bar codesising read
passwords or some other form of access control, many tags catill be identi-
ed uniquely by their radio behavior. In particular, many ta gs use a globally
unigue and static collision ID as part of their collision-avoidance protocol. This
typically will allow unauthorized readers to determine the tag's identity merely
through its collision-avoidance behavior. We give some carete examples of
this issue.

In 1ISO 18000-3 MODE 1 tags, the current draft of the standard eci es
that each tag will have a globally unique, 64-bit \MFR Tag ID. " Further,
tags are mandated to support an \Inventory" command that ret urns the
MFR Tag ID as part of the response; no access control is in placfor this
command. Thus, an attacker with a reader could learn the tags identity
simply by asking for it.

This ID is also used for the collision-avoidance protocol oMODE 1, which
introduces a second way that the tag's identity can leak. TheMODE 1
collision-avoidance protocol operates in two modes: sloéd or non-slotted.
In non-slotted mode, the reader broadcasts a message with aaxiable-
length mask All tags with least signi cant bits matching the mask re-
spond, while others remain silent. To learn a tag's ID, an adersary need
only make two mask queries per bit and see to which one the tager
sponds. By extending the mask by one bit each time, the advermy can
learn a tag's collision ID in 64 queries. Because in the MODE ZXollision-
avoidance protocol this ID is the same as the MFR Tag ID, this dlows
unique identi cation of the tag. In the slotted version of th e MODE 1
protocol, time is divided into 16 slots based on the most sighcant bits
of the ID, and the process is similar.

EPC Class 1 13.56 MHz tags use their EPC identi er directly in a similar
collision-avoidance protocol [18].

ISO 18000-3 MODE 2 also speci es a 64-bit manufacturer ID. Tk ID is
not used directly for collision avoidance. The collision awidance protocol
requires the generation of random numbers, however, and thetandard
speci es the use of \at least a 32-bit feedback shift registeor equivalent.”
While it is not explicitly speci ed, we expect that each tag will have a
globally unique seed in practice. In particular, we note tha 32 bits of
the 64 bit manufacturer ID are de ned to be a globally unique \'specic
identi er"; it would be natural to use this specic identie r to seed a
PRNG.

If a 32-bit LFSR is used, then tags can be uniquely identi ed. Speci -
cally, if as few as 64 outputs of the LFSR are observed in the dlision-
avoidance protocol, the entire state of the LFSR can be recastructed
using the Berlekamp-Massey algorithm and run backwards to btain the
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unique seed. In general, if a weak PRNG is used with the ISO 18D-3
MODE 2 protocaol, tags can be identi ed.

In EPC 915 MHz tags, there are three di erent modes for \singulation"
or collision avoidance, one of which uses the globally uniqu Electronic
Product Code (EPC) ID. The choice of modes is controlled by tte reader.
An adversarial reader can simply ask the tag to use its EPC ID;because
there is no authentication of this command, the tag will obey.

As a consequence, any library system using one of these tagslivbe vulner-
able to tracking and hotlisting of books and patrons. The colision-avoidance
behavior is hard-coded at such a low layer of the tag that, no natter what higher
layers do, privacy will be unachievable. This is unfortunate, because it means
that much of today's RFID hardware is simply incompatible with privacy for
library patrons. It is also dangerous, as vendors and libraies may implement
privacy-enhancing methods that focus on tag data and then beunaware that
tags are not in fact private.

Write Locks, Race Conditions, and Security Bit Denial of Ser vice

In deployments with rewritable tags, some method must be useé to prevent ad-
versaries from writing to the tag. Otherwise, an adversary @an commit acts of
vandalism such as erasing tag data, switching two books' RAD data, or chang-
ing the security status of tags with \security bits." Unfort unately, vandalism is
a real threat to libraries, especially from people who feel ertain books should
not be available; it would be naive to expect such people to igore RFID-based
vandalism for long.

Unfortunately, several current speci cations have write protection architec-
tures that are problematic in the library application. The E PC 13.56 MHz tag
speci cation, as well as 1ISO 18000-3 MODE 1, include a \writ¢' and a \lock"
command, but no \unlock® command. In addition, write commands are not
protected by password; this is consistent with a supply chan application that
writes a unique serial number to a tag, then never needs to revrite the number.
While the lock command is only an optional part of the ISO 180®-3 MODE 1
standard, it is supported by many tags, including the Phillips ICode tags pur-
chased by the National University of Singapore to supplemenits 3M library
system [24]. In ISO 18000-3 MODE 2, locking is also irrevocdb, but protected
by a 48-bit password.

Once locked, a page of memory cannot be unlocked by any readeA page
containing a security bit needs to be unlocked when a book ishecked in or
out, or else the status of the bit can not be changed. An adverary can change
the security bit to \not checked out" and then lock that page of memory. The
resulting tag is then unusable, as the memory cannot be unlded; physical
replacement of the tag is required before the book can be chked out. We refer
to irrevocable locking of the security bit as asecurity bit denial of service

In addition to the issues with implementing security bits, there is a privacy
concern as well. If there exists unlocked memory on the tag,raadversary can
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write its own globally unique identi er and track tags based on this ID; the
RF-DUMP software by Grunwald makes this a one-click operaton [33]. This
attack could bypass other mechanisms intended to prevent tacking or hotlisting
of tags, such as rewriting tag IDs. Therefore, care should béaken to always
lock all unused memory on writeable library RFID tags.

In our experiments with ISO 15693 tags in a real library deplyment, we
experimentally veri ed that none of the tag data blocks were locked. We also
veri ed that tag blocks could be locked irrevocably on thesetags, enabling
security bit denial of service. We have since learned that te Phillips ICode
tags used in this library have an extra security bit and so canbe used safely
in practice; this security bit, however, is not part of the ISO 15693 standard,
and so readers must be speci cally compatible with the Philips extension. This
makes such tags less desirable for a library that would liked avoid being locked
in to a speci ¢ supplier.

TAGSYS C220 tags avoid security bit denial of service by hauwng a special
area of memory dedicated to the security bit built into the tag, separate from
regular data storage. Checkpoint tags, in contrast, do not mplement security
bits, but rely on a database of checked-out books.

An alternative RFID architecture might implement separate \unlock," \write,"
and \lock" commands, either on a per tag or per data page basisSuch an archi-
tecture is suggested by Weis et al. in the context of \hash loks" [84]. Weis et al.
note that session hijacking is possible in such an architectre. In such a system,
it is also possible for an active adversary to bypass the wri¢ lock mechanism
by racing a legitimate reader. After waiting for the legitim ate reader to unlock
the tag, the adversary can then send write commands which wilbe accepted
by the tag.

In practice, tags may be left unlocked by accident if a tag is pematurely
removed from a reader's eld of control before the tag can be e-locked. We have
anecdotal evidence that this occurs in self-check stationsvhen patrons place a
large stack of books on the machine, but remove them before latan be locked.
In this case, the tag is vulnerable to malicious writes of allunlocked data.

In addition, several tag types support command sequences #t force a tag
to restart collision avoidance protocols. If a unlock-write-lock architecture is
overlaid on these tags, special care must be taken that tagsransition to the
\locked" state on receipt of any such commands.

Tag Password Management

The 1SO 18000 standard and EPC speci cations only allow for atic passwords
sent in the clear from reader to tag. As noted, current deploynents do not seem
to use read passwords, but write passwords are employed. Theeare two natural
approaches to password management: (1) use a single passaaqrer site; or, (2)
endow each tag with its own unique password.

If a single password is used for all tags, then a compromise @iny tag com-
promises the entire system. In deployments that use writabé security bits, the
write password is used on every self-checkout; in systems thiread passwords,

32



exit sensors must use the read password every time a book leas the library.
In either case, passwords are available to a passive eavesgper. Consequently,
eavesdropping on a single communication reveals the passvebused by every
tag in the system, a serious security failure. Once learnedyba single adversary,
a password can be posted on the Internet. Then, anyone with aeader can
mount the attacks we have discussed.

If di erent passwords per tag are used, then some mechanismsirequired
to allow the reader to determine which password should be uskfor which tag.
Unfortunately, most obvious mechanisms for doing so, suchs&having a tag send
an index into a table of shared secrets to the reader, provideags with static,
globally unique IDs. These globally unique IDs allow tracking and hotlisting of
tags, which would defeat the entire purpose of read accesswol. Thus, privacy
appears incompatible with prudent password management. Wewill return to
this question in Chapter 5 and demonstrate a scheme that canaconcile these
two demands.

Stealing Books With Aluminum Foil

Because detecting the RFID tag on exit is the primary securiy mechanism,
blocking the tag signal allows an adversary to steal the bookundetected. A
blocked tag will pass by the exit sensors in a library without triggering any

alarm. While a blocker tag could be used for this purpose, it would be easier
and cheaper to use materials such as aluminum foil or mylar, Wwich can absorb
or diuse an RFID signal [72]. As Boss notes, in a library with RFID, carrying

common aluminum foil becomes evidence of intent to steal bde [15]. We are
certainly not the rstto notice this issue in library RFID, a nd the severity of this

risk is limited|tag security is primarily intended to keep h onest people honest,
not as a foolproof theft-prevention mechanism|but we note i t for completeness.

No Forward Privacy

Current architectures for library RFID do not have forward privacy. If the ad-

versary collects a database of tag readings and later obtagithe bibliographic

database, then all the title and author information of those readings is revealed.
The adversary then learns everything about the reading halis of the people
observed. The database could be revealed via a search wartarbut also by

network intrusion, computer miscon guration, throwing ou t backup tapes acci-
dentally, or the work of an insider.

3.3 Improving Library RFID
3.3.1 Today's Tags

Unfortunately, as we have shown, many types of current tags &n be uniquely
identi ed by their collision-avoidance behavior. This identi cation is indepen-
dent of any read access control on the tag data. Consequentlyt appears to be
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Tag Type Read PW Write PW DoS Priv. C.A. | Priv. Auth.
Checkpoint WORM No n/a n/a Unknown | No
Checkpoint writeable No Yes n/a Unknown | No
TAGSYS C220 FOLIO No Yes (32 bits) | Unknown | Unknown | No
ISO 15693/18000-3 MODE 1| No No (Lock) Yes No No
ISO 18000-3 MODE 2 Yes (48 bhits) | Yes (48 bits) | Yes No No

Figure 3.3: Summary of attacks. The fourth column indicates whether the tag type is vulnerable
to security bit denial of service; the fth and sixth columns show whether the tag supports private
collision-avoidance and private authentication protocok. Note that all but the ISO 18000-3 MODE
2 tag lack access control and hence are vulnerable to straitfierward hotlisting and tracking attacks.
ISO 18000-3 MODE 2 tags leak their identity through the collision-avoidance protocol (unless a crypto-
strength PRNG is used), and are vulnerable to security bit DdS attacks if the password is known.

impossible to build privacy-preserving architectures forlibrary RFID on many
of today's tags.

3.3.2 Tags With Private Collision Avoidance

If we have a tag with private collision avoidance, then we hae a hope for
achieving a private library RFID architecture.

Random Transaction IDs on Rewritable Tags

Our rst proposal is similar to the Anonymous ID scheme proposed by Ohkubo
et al. [48]; we adapt it to the library setting. On each checkout, the reader
picks a new random numberr, reads the tag dataD, and stores the pair ;D)
in a backend database. The RFID reader then eraseB from the tag and writes
r. On check-in, the library reader readsr, looks up the correspondingD, and
writes D back to the tag. While tracking a book is still possible with this
scheme, hatlisting is not. This scheme also o ers a measuref dorward privacy
if the database securely deletes after the book is checked in. Special care must
be taken that the book's identi er has been written correctly, as RFIDs have
di culty writing at a distance. For example, the process may involve reading
back and validating the new ID at check-in and check-out. In dapter 6 we
discuss how to avoid the tracking risk by using RFID tags that support \RFID
psedonyms."

Private Authentication

If only readers authorized by the library could read RFID tags, many of our
attacks would fail. Therefore, a natural approach is to havesome kind of pass-
word or other authentication protocol between library RFID tags and readers.
Good security practice dictates that each tag have a distint secret key, raising
the issue of how a reader knows which secret to use when presed with a
new tag. Trying each secret in turn will take too much communication to be
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feasible. At the same time, most straightforward ways for acomplishing this

goal provide unique identi ers for the tag, which defeats the purpose of read
access control in the library RFID setting. This is the symmeric-key private

authentication problem: how can two parties that share a secret authenticag

each other without revealing their identities to an adversay? We will discuss
this problem in more depth in chapter 5.

3.4 Related Work

In the retail RFID space, the EPCGIlobal suite of RFID speci c ations mandates
that tags support an irrevocable \kill" command. In the libr ary setting, how-
ever, tags must be re-used to check in loaned items. Irrevotdy killing a tag is
not an option.

Juels, Rivest, and Szydlo propose a device called a \blockeng" [44]. The
blocker tag exploits the tree-walking collision-avoidan@ protocol of 915 MHz
EPC tags to \block" readers attempting to read tags of a consumer. Because of
bandwidth constraints, the 13.56 MHz tags used in library sétings do not use
tree-walking, so their scheme is not applicable; a new scheenwould have to be
designed. In addition, a blocker tag would enable stealingibrary books because
it would prevent exit gates from scanning tags on books leavig the library.

Several activist groups have raised the issue of patron pracy for library
RFID. The Electronic Frontier Foundation wrote a letter to t he San Francisco
Public Library raising several important policy questions surrounding library
RFID [80]. A general \RFID Bill of Rights" was proposed by Gar nkel [28]; it
proposes a right to notice that RFIDs are in use and a right to RFID alternatives.

Some vendors also have literature addressing the issue obtary RFID and
patron privacy. The 3M \eTattler" newsletter claims that th e proprietary nature
of 3M RFID tags and the low read range make privacy less of a carern [1]. The
VTLS white paper on patron privacy cites low read range and ako mentions
that \encryption" can be used to protect tag data [17]. While library RFID read
ranges may be low, they are still enough to provide for readig in doorways or
other close spaces from vendor standard readers; adversesiwilling to break the
law and build more powerful readers may achieve greater rargy Past experience
also teaches us that it is dangerous to rely solely on secuyitthrough obscurity
and proprietary protocols.

Finally, the Berkeley Public Library has put together a series of \best prac-
tices" for library RFID [51]. These practices include limiting the data on the
tag to a bar code only and prohibiting patrons from searchingthe bibliographic
database by bar code. We have shown that privacy risks still rist even when
data is limited to a bar code and the adversary does not have amess to the
bibliographic database, although in light of our results, the Berkeley practices
seem to be the best possible with today's tags.

35



3.5 Summing Up Library RFID

Current library RFID tags do not prevent unauthorized readi ng of tag data.
Therefore, information such as title, author, shelf location, patron information,
or last checkin/checkout time should in no circumstance be ®red on library
RFID tags.

At the same time, both tracking and hotlisting are possible whenever a static
identi er is used. Therefore, if a static identi er is in pla ce on the RFID tag, it
is imperative to prevent unauthorized tag reads. We stresshat static identi ers
may include collision IDs that are not protected by access cotrol mechanisms
intended to protect tag data. To avoid tracking tags by collision ID, some
mechanism for private collision avoidance must be used.

Would these library RFID security and privacy problems automatically go
away if tags advanced to the point where hash functions and symetric en-
cryption on tags became feasible? Our results on identi caion via collision
avoidance, private authentication, and write locks show the answer is no. Care-
ful design of the entire system is required to support privag-enabled RFID
applications.

What is more, libraries want RFID now. Over 130 libraries in North America
alone have installed RFID technology, and more are considéng it. Waiting for
next generation tags that support cryptography may not be aaeptable, espe-
cially at increased cost. Tag vendors, in addition, may be uwilling to introduce
special modi cations for what is a comparatively small market. Unfortunately,
such changes will require time, e ort, and money, and no curent library RFID
system supports them. There will be a substantial cost for pivacy and security
in the library RFID setting.

Is the cost of privacy and security \worth it?" Put another wa y, should a
library refuse to buy RFID until systems are available that r esist these attacks?
We cannot dictate answers to this question. What we have donginstead, is
provide the means for libraries and their communities to male an informed
decision.
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Chapter 4

Electronic Passports

4.1 Introduction

Major initiatives by the United States and other governments aim to fuse Radio
Frequency Identi cation (RFID) and biometric technologie s in a new generation
of identity cards. Together, RFID and biometric technologies promise to reduce
fraud, ease identity checks, and enhance security. At the sae time, these
technologies raise new risks. We explore the privacy and serdty implications
of this worldwide experiment with a new type of authentication platform, with
particular attention to its deployment in passports.

As part of its US-VISIT program, the United States government has man-
dated adoption by October 2006 of biometrically-enabled pasports by the twenty-
seven nations in its Visa-Waiver Program (VWP), among them Japan, most of
the nations of Western Europe, and a handful of others'. By the end of 2006,
all passports produced in the U.S. will carry biometric information. These
passports are based on guidelines issued by the Internatiah Civil Aviation
Organization (ICAO), a body run by the United Nations with a m andate for
setting international passport standards [37]. The ICAO gudelines, detailed
in ICAO Document 9303, call for incorporation of RFID chips, microchips ca-
pable of storing data and transmitting it in a wireless manner, into passports.
Such chips will be present in initial deployments of biometically enabled United
States passports, and in the biometrically enabled passpts of other nations as
well. Next-generation passports, sometimes calleé-passports will be a promi-
nent and widespread form of identi cation within a couple of years.

The ICAO standard speci es face recognition as the globallyinteroperable
biometric for identity veri cation in travel documents. Th us e-passports will
contain digitized photographic images of the faces of theibearers. The standard
additionally speci es ngerprints and iris data as optiona | biometrics. The US-

1The deadline for adoption was originally October 2005, but w as pushed back in response
to concerns from other nations over delays in procurement an d concerns from U.S. citizens
over privacy. At this writing in January 2006, however, e-pa ssport trials are beginning in
several U.S. airports, including San Francisco Internatio nal Airport.
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VISIT program in fact requires visitors to provide two nger print images in
addition to a headshot. The ICAO standard also envisions tha e-passports will
someday include a write capability for storage of informaton like digital visas.

Interestingly, one nation has already deployed e-passpostin a project pre-
dating the ICAO standard. Since 1998, Malaysian passports ave included a
chip containing an image of a thumbprint of the passport holder; a second gener-
ation of e-passports rolled out in 2003 that contains extrated ngerprint infor-
mation. When ying through Kuala Lumpur International Airp ort, a Malaysian
citizen passes through an automated gate that reads the thurprint from the
chip and compares it to the thumb pressed on a scanner. Todayver 5,000,000
rst generation and 125,000 second generation Malaysian passports are in cir-
culation.

While e-passports are important in their own right, they also merit scrutiny
as the harbinger of a wave of a fusion of RFID and biometrics indentity doc-
uments. Another next-generation ID card slated for deployment in the near
future in the United States, for example, is the Personal Idatity Veri cation
(PIV) card. These cards will serve as ID badges and access a for employees
and contractors of the federal government in the United Stakes. A standard for
government ID cards (FIPS 201) is seeing rapid developmentythe National
Institute of Standards and Technology (NIST). We expect PIV cards will in-
clude the same blend of technical mechanisms as e-passporta combination
of RFID and biometrics. The biometric of choice for PIV cards, however, will
probably be ngerprint recognition. At the time of writing, the U.S. House of
Representatives recently passed a bill called the Real ID Ag this seems a likely
impetus for states to issue drivers' licenses containing lbimetrics, and probably
RFID tags as well [56].

The goal of the ICAO and PIV projects is the same: strong authetication
through documents that unequivocally identify their bearers. Data integrity
and physical integrity are vital to the security of ID cards as authenticators.
For authorities to establish the identity of John Doe with certainty, for example,
Doe's passport must carry a photograph of irrefutable pedigee, with a guarantee
that no substitution or tampering has taken place. Without t his guarantee,
passports can be forged, enabling unauthorized persons togr a country.

Strong authentication requires more than resistance to tanpering. Data
con dentiality , i.e. secrecy of data stored on ID cards, is also critical. Ratecting
biometric and biographical data is essential to the value ad integrity of an
authentication system. In particular, data secrecy a ords an important form of
protection against forgery and spoo ng attacks. Thereforeprotecting e-passport
data against unauthorized access is a crucial part of the secity of the entire
system.

Con dentiality protection for stored data is important for other reasons as
well. Both RFID and biometrics are highly privacy-sensitive technologies. Sensi-
tive data, such as birthdate or nationality, are carried on passports. The privacy,
physical safety, and psychological comfort of the users ofext-generation pass-
ports and ID cards will depend on the quality of data-protection mechanisms
and supporting architecture.
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We identify security and privacy threats to e-passports gererally, then eval-
uate emerging e-passport deployments with respect to thesthreats. We pri-
marily analyze the ICAO standard and the speci ¢ deployment choices of early
adopter nations. Where appropriate, we also discuss the Malysian e-passport.
Here is a summary of the major points we touch on:

1. Clandestine scanning : It is well known that RFID tags are subject
to clandestine scanning. Baseline ICAO guidelines do not muire au-
thenticated or encrypted communications between passpog and readers.
Consequently, an unprotected e-passport chip is subject teshort-range
clandestine scanning (up to a few feet), with attendant lealage of sensi-
tive personal information, including date of birth and place of birth.

2. Clandestine tracking: The standard for e-passport RFID chips (ISO
14443) stipulates the emission (without authentication) of a chip ID on
protocol initiation. If this ID is di erent for every passpo rt, it could enable
tracking the movements of the passport holder by unauthorizd parties.
Tracking is possible even if the data on the chip cannot be red. We also
show that the ICAO Active Authentication feature enables tr acking when
used with RSA or Rabin-Williams signatures.

3. Skimming and cloning:  Baseline ICAO regulations require digital sig-
natures on e-passport data. In principle, such signatures llow the reader
to verify that the data came from the correct passport-issung author-
ity. 2 The digital signatures used in the baseline ICAO standard donot,
however, bind the data to a particular passport or chip, so they o er no
defense against passport cloning.

4. Eavesdropping : \Faraday cages" are an oft-discussed countermeasure
to clandestine RFID scanning. In an e-passport, a Faraday cge would
take the form of metallic material in the cover or holder that prevents
the penetration of RFID signals. Passports equipped with Faaday cages
would be subject to scanning only when expressly opened by #ir holders,
and would seem on rst blush to allay most privacy concerns.

Faraday cages, however, do not prevent eavesdropping on l¢ignate passport-
to-reader communications, like those taking place in airpots. Eavesdrop-
ping is particularly problematic for three reasons.

Function creep: As envisioned in the ICAO guidelines, e-passports
will likely see use not just in airports, but in new areas like e-

commerce; thus eavesdropping will be possible in a variety focir-

cumstances.

2Digital signatures and indeed, e-passports and secure ID ca rds in general, do not solve
the problem of validating enrollment . Depending on how new users are validated, it may be
possible to obtain an authentic ID by presenting inauthenti ¢ credentials or through circum-
venting issuing guidelines. Indeed, the 9/11 hijackers had perfectly authentic drivers' licenses.
Digital signatures would merely have con rmed their validi ty. We do not treat the issue of
enroliment here, but we note that it is pivotal in any ID syste m.
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Feasibility: Unlike clandestine scanning, eavesdropping may be fea-
sible at a longer distance, given that eavesdropping is a pas/e op-
eration [89].

Detection diculty: As it is purely passive and does not involve
powered signal emission, eavesdropping is di cult to dete¢ (unlike
clandestine scanning).

5. Biometric data-leakage : Among other data, e-passports will include
biometric images. In accordance with the ICAO standard, these will ini-
tially be digitized headshots, while thumbprints are used br the Malaysian
e-passport. These images would not need to be secret to supp@uthen-
tication if the physical environment were strictly control led. Existing and
proposed deployments of e-passports, however, will fadiite automation,
and therefore a weakening of human oversight. This makes sescy of
biometric data important.

6. Cryptographic weaknesses:  ICAO guidelines include an optional mech-
anism called \Basic Access Control" for authenticating and encrypting
passport-to-reader communications. The idea is that a readr initially
makes optical contact with a passport, and scans the issue de, date of
birth, and passport number to derive a cryptographic key K with two
functions:

The key K allows the passport to establish that it is talking to a
legitimate reader before releasing RFID tag information.

The key K is used to encrypt all data transmitted between the pass-
port and the reader3

Once a reader knows the keyK, however, there is no mechanism for
revoking access. A passport holder traveling to a foreign amtry gives
that country's Customs agents the ability to scan his or her passport in
perpetuity. Further, we nd that the cryptography relied up on by the
ICAO standard itself has some minor aws.

Related Work

Existing media stories, e.g., [74], have recognized the nsthree. The other
issues, more technical in nature, have seen less expositioRattinson's whitepa-
per outlines the privacy problems with e-passports that may be readable by
anyone and argues, as we do, for Basic Access Control [70]. tHason also
points out the need for a direct link between optically scanred card data and
secret keys embedded in an e-passport. He does not, howevegnsider the is-
sue of biometric data leakage or the cryptographic issues waddress. Karger

3The need for optical scanning of passports seems to negate th e bene ts of wireless com-
munication conferred by RFID. Our supposition is that ICAO g uidelines favor RFID chips
over contact chips because wireless data transmission caus es less wear and tear than physical
contact.
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and Kc report on work performed at IBM on e-passport privacy independently
and in parallel with our analysis which agrees with our assesment of e-passport
vulnerabilities [46].

Organization

In section 4.4 we give a detailed discussion of the data contaed in e-passports
deployments and the risks posed by data exposure. We focus dhe ICAO stan-

dard and the choices of speci ¢ countries in implementing tle standard, and also
brie y describe the Malaysian program as an illustration of likely deployment

features. We consider the cryptographic security measuresf the ICAO stan-

dard in section 4.5, illuminating some potential weaknessg In section 4.6, we
sketch a few countermeasures to the security weaknesses wgltilight. We dis-

cuss security issues likely to arise in future e-passport ahID-card systems in
section 4.7. We conclude in section 4.8 with summary recommmelations for
improved e-passport deployment and with pointers to ID projects with similar

underpinnings.

4.2 Terms: \Contactless Smart Cards" vs. \RFID"

Two dierent terms are used in the e-passport context. The rst, \contact-
less smart card," emphasizes the fact that the devices used ie-passports can
perform substantial computation, up to and including publi c-key cryptography.
The other term used is \RFID," emphasizing the radio interface used in today's
e-passports. Both, in this context, refer to the same techntmgy: smart-card
class processors communicating wirelessly with the ISO 148 standard. We
will continue to use the term RFID for consistency with the rest of the thesis,
but we note the alternative term for completeness.

4.3 Biometrics in Brief

Biometric authentication is the veri cation of human ident ity through measure-
ment of biological characteristics. It is the main mechanisn by which human
beings authenticate one another. When you recognize a frieh by her voice
or face, you are performing biometric authentication. Computers are able to
perform very much the same process with increasing e cacy, ad biometric
authentication is gaining currency as a means for people to @henticate them-
selves to computing systems. We use the terrbiometrics in this paper to refer
to human-to-computer authentication.

The range of practical biometrics for computing systems is derent than for
hu man-to-human authentication. Popular computer-oriented biometrics, for
instance, include ngerprints, face recognition, and irises; these are the three
biometrics favored for e-passport deployments.

Face recognition involves photographic imaging of the facgit is essentially
the automated analog of the ordinary human process of face omgnition. Fin-
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gerprint recognition likewise relies on imaging and an autmated process very
loosely analogous to the ngerprint matching used in criminal investigations
(but often based on a di erent class of ngerprint features). Fingerprint scan-

ners can take on optical or silicon-sensor forms. lIris recagtion also involves
imaging. The iris is the colored annular portion of the eye apund the pupil.

Someone with \blue eyes," for instance, has blue irises. (Té iris is not to be
confused with the retina, an internal physiological structure.) Iris scanning in

biometric systems takes place via non-invasive scanning i a high-precision
camera. The device that captures user data in a biometric syem is often called
a sensor.

The process of biometric authentication is roughly similarin most systems.
An authenticated user enrolls by presenting an initial, high-quality biometric
image to the sensor. The system stores information extraci during enrollment
in a data structure known as atemplate The template serves as the reference
for later authentication of the user. It may consist of an exgicit image of the
biometric, e.g, a ngerprint image, or of some derived infomation, such as the
relative locations of special points in the ngerprint. To prove her identity
during an authentication session, the user again presentshe biometric to a sen
sor. The verifying entity compares the freshly presented bbmetric information
with that contained in the template for the user in a process gnerally called
matching. The template and authentication image are deemed to match sccess
fully only if they are su ciently similar according to a pred etermined|and
often complicated and vendor-speci c|metric.

While conceptually simple, the process of biometric authetication abounds
with privacy and security complications. A key issue isbiometric authenticity :
How does the verifying entity know that the image presented br authentication
is fresh and comes from a human being rather than a prosthetior a digital
image? The manufacturers of biometric sensors try to desigrthem to re sist
spoo ng via prosthetics; the designers of biometric systera employ data se
curity technigues to authenticate that the origin of biometric information is
a trusted sensor. As we shall explain, however, thesecrecy of templates is
ultimately quite important and yet insu ciently assured in the baseline ICAO
standard.

4.4 E-passport Threats

4.4.1 Data Leakage Threats

Without protective measures, e-passports are vulnerabled \skimming," mean-
ing surreptitious reading of their contents. Even a short read range is enough
for some threats. For example, a 3-foot read range makes it @sible to install
RFID readers in doorways; tags can then be read from anyone [gsing through
the doorway. Such readers could be set up as part of securityheckpoints at
airports, sporting events, or concerts. Alternatively, clandestine readers could
be placed in shops or entrances to buildings. Such readers gtit look much
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like the anti-theft gates already used in thousands of retdi stores. A network
of such readers would enable ne-grained surveillance of passports.

Skimming is problematic because e-passports contain setise data. The
ICAO standard for e-passports mandates that the RFID chip cantain the pass-
port holder's name, date of birth, and passport number. Actual deployments
will include further biometric information, including at a minimum a photo-
graph. Optional data items include such data as nationality, profession, and
place of birth. First generation Malaysian e-passports cotain an image of the
passport holder's thumbprint as the biometric instead of a photograph. Second
generation ICAO e-passports may also store a thumbprint tenplate, as well as
a small amount of writable memory for storing recent travel locations.

The RFID protocols executed by an e-passport may also leak ifiormation.
For example, consider the ISO 14443 collision avoidance ptacol, used by ICAO
and Malaysian second generation passports. This protocolses a special UID
value to avoid link-layer collisions. If the UID value is xe d and di erent for
each e-passport, then it acts as a static identi er for tracking the movement of
e-passports. A static identi er also enableshotlisting. In hotlisting, the adver-
sary builds a database matching identi ers to persons of inerest. Later, when
the identi er is seen again, the adversary knows the person whout needing to
directly access the e-passport contents. For example, a v camera plus an
RFID reader might allow an adversary to link a face with a UID. Then sub-
sequent detections of that UID can be linked with the face, een if no video
camera is present.

Leakage of e-passport data thus presents two problems withansequences
that extend beyond the e-passport system itself:

Identity Theft: A photograph, name, and birthday give a head start to a
criminal seeking to commit identity theft. With the additio n of a social security
number, the criminal has most of the ingredients necessaryd build a new
identity or create a fake document.

Tracking and Hotlisting: Any static identi er allows for tracking g the move-
ments of an RFID device. By itself, the movements of an indivdual may not
be that interesting. When combined with other information, however, it can
yield insight into a particular person's movements. Further, this information
only becomes more useful over time, as additional informatin is aggregated.

Hotlisting is potentially more dangerous than simple tracking, because it
explicitly allows targeting speci ¢ individuals. One unpl easant prospect is an
\RFID-enabled bomb", a device that is keyed to explode at a paticular individ-
ual's RFID reading [34]. In the case of e-passports, this milgt be keyed on the
collision avoidance UID. Of course, one can detonate bombsmotely without
the help of RFID, but RFID paves the way for unattended triggering and more
comprehensive targeting.

4.4.2 The Biometric Threat

Leakage of the biometric data on an e-passport poses its ownpscial risks:
compromise of security both for the e-passport deploymentself, and potentially

43



for external biometric systems as well.

While designated as optional, biometric information will play a central role
in e-passport systems. A facial image|a digitized headshotjis designated the
\global interchange feature,” meaning that it will serve as the international
standard for biometric authentication. Indeed, ICAO guidelines describe it as
the mandatory minimum for global interoperability [38]. Op tional elds exist
for iris and ngerprint data, which may be used at the issuing nation's discre-
tion. We note that the US-VISIT program requires ngerprint biometrics from
visitors; these ngerprints could be stored in the appropriate elds on an ICAO
e-passport.

Advocates of biometric authentication systems sometimes igygest that se-
crecy is not important to the integrity of such systems. The fact that an image
of John Doe's ngerprints is made public, for instance, doesnot preclude ver-
i cation of Doe's identity: Comparison of the public image with the prints on
her hands should still in principle establish her identity. This is all the more
true when such comparison takes place in a secure environmelike an airport,
where physical spoo ng might seem di cult to achieve.

At rst glance, secrecy would seem particularly super uousin the US-VISIT
initiative and rst deployments of ICAO passports. The glob ally interoperable
biometric, as mentioned above, is face recognition. Thus ta biometric image
stored in passports will be headshots, which is in some sengablic information
to begin with.

Data secrecy in biometric systems, however, is a subtle issu Two trends
erode security in the face of public disclosure of biometridata:

1. Oine vs. Online Trials: Possession of the biometric template and the
algorithm used to perform identi cation allows the adversary to mount
an attack on the system in the safety of his or her home. For exaple,
the adversary may create a prosthetic ngerprint or face and check it
multiple times against the template until a match is found. T hen, the
adversary has a high degree of con dence that the prosthetievill pass the
real inspection. In contrast, without the template, the adversary must
work from an independently gathered sample of the biometricor directly
with the system to be fooled. This is similar to the distinction made in
password-based systems between online and o ine attack.

2. Automation: Because biometric authentication is an automated process,
it leads naturally to the relaxation of human oversight, and even to self-
service application. This is already the case with e-passpts. At Kuala
Lumpur International Airport, Malaysian citizens present their e-passports
to an \AutoGate" and authenticate themselves via a ngerpri nt scan-
ner, without any direct human contact. If the ngerprint mat ches the
e-passport data, the gate opens and the e-passport holder stinues to
his or her ight [45]. Australia plans to introduce similar \ SmartGate"
technology with face recognition in conjunction with its e-passport de-
ployment. These deployments are instructive, because theyell us what
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airport procedures might look like in a world where e-passpds are ubig-
uitous.

The pressures of passenger convenience and airport sta dssare likely to
reinforce this trend towards unattended use of biometrics.The result will
be diminished human oversight of passenger authenticatiorand greater
opportunities for spoo ng of biometric authentication systems.

. Spillover: As biometrics serve to authenticate users in multiple contets,

compromise of data in one system will threaten the integrity of other,

unrelated ones. In particular, biometric authentication is gaining in pop-
ularity as a tool for local authentication to computing devi ces and remote
authentication to networks. For example, Microsoft is initiating support

for optical ngerprint scanning devices in 2005 [62]. Even f the secrecy
of John Doe's ngerprint image is relatively unimportant at a supervised
immigration station in an airport, it may be of critical impo rtance to the

security of his home PC or corporate network if they also relyon biomet-

rics for authentication, as an attacker able to simulate Doés nger in these

settings may do so in the absence of human oversight. (An unaksi ed

State Department whitepaper recognizes the need to protecthe privacy

of iris and ngerprint data, but does not explain why [79].)

Also, multiple enrollments of the same biometric can causeubtle security
problems, even if none of the biometric data is \compromised' Recently,
Barral, Coron, and Naccache proposed a technique for \exteralized n-
gerprint matching"” [11] [90], also a research prototype fran GemPlus un-
der the name BioEasy. The goal is to enable storing a ngerpmt template
on a low-cost chip, without requiring the overhead of traditional cryptog-
raphy. In their scheme, a chip stores a ngerprint template f (D) of a
ngerprint D together with a set of randomly chosen ngerprint minutae
r. When queried, the chip returnst := f (D) [ r and challenges the reader
to determine which minutae belong tof (D) and which belong tor. The
authors argue that even if an adversary queries the chip remely and
learnst, recovering the templatef (D) without access to the ngerprint D
is di cult because of the additional minutae r.

If the same user enrolls in two di erent organizations A and B with the
same nger, however, these organizations will give the usecards with
ta = f(D)[ ra and tg = f(D)[ rg (we assume that the template
algorithm can tolerate some fuzziness in the ngerprint reading and obtain
the same or very similar f(D)). If the adversary scans the usg then it
will learn both ta and tg. Then the adversary can computeta \ tg =
f(D)[ (ra\ rg). If rao and rg were chosen independently, we expect
their intersection to be small, so the adversary can gain an dvantage at
determining the ngerprint template not envisioned in the o riginal design
of the system. This vulnerability illustrates the issues that could arise
when ngerprints are used both for e-passports and for otherforms of
identi cation. The designers, in a patent application on th e technology,
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| Type | Feature Name | Purpose |

Passive Authentication | Prevent data modi cation
Mandatory Biometric: Photo Identify passport holder
Active Authentication Anti-cloning
Optional Basic Access Control Data con dentiality
Biometric: Fingerprint Identify passport holder

Figure 4.1: Summary of ICAO security features.

suggest to use a second nger as the source of false minutadyis avoids
the attack we have described but demonstrates the need for ecaful design
in a world with e-passports [12].

These risks apply even to passport photos. While John Doe'sste is a feature
of public record, his passport photo is not. Passport photoshave two special
properties:

1. Image quality: Doe's passport photo is likely to be of a higher quality
than the image of Doe's face that an attacker can obtain in casal circum-
stances. Passport photos are taken under rigorously stipated conditions.
One example is particularly illuminating with respect to th ese conditions:
To comply with the technical requirements of facial recogntion, applicants
for U.K. passports may not smile for their photos [13].

2. Disclosure may enable forgery: Passport photos are the target authen-
ticator: they are the reference point for an attacker aiming to spoof a
facial recognition system. Forgery of a face in a biometric athentication
systems may seem implausible, but Adler shows that holding p a photo
is su cient to spoof some face-recognition systems [3]. As ated above,
knowledge of the passport photo allows an adversary to mounan o ine
attack on the biometric system.

Going further, iris scans and ngerprints are secondary bianetrics speci ed
in the ICAO document, and ngerprints are the primary biomet ric for Malaysian
e-passports. In unattended settings, spoo ng these biomeics is also possible
given enough preparation time. For example, Matsumoto showd how several
ngerprint recognition systems could be fooled when preseted with gelatin
\ ngers" inscribed with ridges created from pictures of ng erprints [55].

4.5 Cryptography in E-passports
4.5.1 The ICAO Speci cation

As we have explained, the ICAO guidelines specify a large rage of mandatory
and optional data elements. To ensure the authenticity and pivacy of this data,
the guidelines include an array of cryptographic measuresgiscussed next.
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The ICAO standard speci es one mandatory cryptographic feature for e-
passports [37, 38]:
Passive authentication: The data stored on a e-passport will be signed by
the issuing nation [38]. Permitted signature algorithms include RSA, DSA and
ECDSA. As noted in the ICAO guidelines, passive authenticaton demonstrates
only that the data is authentic. It does not prove that the container for the
data, namely the e-passport, is authentic.

The ICAO guidelines additionally specify two optional cryptographic features
for improved security in e-passports.

Basic Access Control and Secure Messaging: To ensure that tag data can
be read only by authorized RFID readers, Basic Access Conticstores a pair of
secret cryptographic keys Kenc ; Kmac ) in the passport chip. When a reader
attempts to scan the passport, it engages in a challenge-rpsnse protocol that
proves knowledge of the pair of keys and derives a session kdf/authentication
is successful, the passport releases its data contents; afwise, the reader is
deemed unauthorized and the passport refuses read accessheTkeysK gnc and
Kwmac derive from optically scannable data printed on the passpat, namely:

The passport number, typically a nine-character value;
The date of birth of the bearer;
The date of expiration of the passport; and,

Three check digits, one for each of the three preceding valise
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E-passports use the 1ISO 11770-2 Key Establishment Mechanis 6:
Reader Tag

Petcha“enge

rr 2g f0; 1g%

rr;kr 2r f0;1g%

Sr = rrjjrriiks

Cr = Ekge (SRr)
Mgr := MAC k. (Er)

!CRUMR
kr 2r f0;1g%
St = rrjjrrjjke
Cr = Ekene (S7)
Mt = MAC k. (ET)
CrijM~

Here E is two-key triple-DES in CBC mode with an all-0 IV, and M is the
ANSI \retail MAC" [39]. In this protocol, the Tag rst checks the message
authentication code (MAC) Mg and then decrypts the valueCg. The Tag then
checks that the rt in the decrypted value matches thert which it previously
sent. If either check fails,the Tag aborts.

Similarly, when the Reader receives the messag&®: and M, it rst checks
the MAC M+ and then decrypts Cy. The Reader then checks that the correct
rr appears in the decryption of Cr. If either check fails, the Reader aborts.
Otherwise, the Reader and Tag proceed to derive a shared séss key from the
\key seed" kg K7, by using the key derivation mechanism in Section E.1 of
the ICAO PKI report [38].

The intent of Basic Access Control is clearly spelled out in he ICAO report:
the Basic Access Control keys, and hence the ability to readhe passport con-
tents, should be availableonly when a passport holder intends to show his or
her passport. Unfortunately, the scheme falls short of thisgoal in two ways.

First, the entropy of the keys is too small. The ICAO PKI Technical Re-
port warns that the entropy of the key is at most 56 bits. The ICAO report
acknowledges that some of these bits may be guessable in sogiecumstances.
We believe that the key length is in fact slightly shorter for a general popula-
tion. We estimate that the birth date yields about 14 bits of entropy and the
expiration date, which has a 10-year maximum period, yieldsoughly 11 bits of
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| Country | RFID Type | Deployment | Security | Biometric |
Malaysia Genl | non-standard 1998 Passive Authentication + Unknown | Fingerprint
Malaysia Gen2 14443 2003 Passive Authentication + Unknown | Fingerprint
Belgium 14443 2004 Unknown Photo
u.S. 14443 2006 Passive, Active Authentication, BAC Photo
Australia 14443 2005 Unknown Photo
Netherlands 14443 2005 Unknown Photo

Figure 4.2: Current and near-future e-passport deploymers. The Belgium, U.S., Australia, and
Netherlands deployments follow the ICAO standard, while Maaysia's deployment predates the
standard. The chart shows the type of RFID technology, estinated time of rst deployment,

security features employed, and type of biometric used. \Uknown" indicates a lack of reliable
public information. \BAC" stands for Basic Access Control.

entropy. The remaining entropy depends on the passport numbr scheme of the
issuing nation. For concreteness, we discuss the passportimber scheme of the
United States [4].

United States passports issued since 1981 have 9-digit pamst numbers.
The rst two digits encode one of fteen passport issuing o ¢ es, such as \10"
for Boston or \03" for Los Angeles. The remaining seven digis are assigned
arbitrarily. Probably some two-digit leading codes are mote likely than others,
as some o ces presumably issue more passports than others,ub we will con-
servatively ignore this e ect. Given fteen passport issuing agencies currently
in the United States, U.S. passport numbers have at most Ig(3 10°) 27
bits of entropy. This means Basic Access Control keys have aotal of about
52 bits of entropy. Other nations may have more or less entrop in passport
number assignment; for example, Riscure estimates that Duth e-passport keys
have only 33 bhits of entropy [73].

Furthermore, the passport number is not typically considered a secret. En-
tities such as cruise ships, travel agents, airlines, and mey others will see the
number and may include it on paper documents.

Second, a single xed key is used for the lifetime of the e-paport. As a
consequence, it is impossible to revoke a reader's accessth® e-passport once
it has been read. If a passport holder visits a foreign nationhe or she must
give that nation's border control the key for Basic Access Catrol. Because the
key never changes, this enables that nation to read the e-paport in perpetuity.
This capability may be misused in the future, or databases ofkeys may be
inadvertently compromised.

Despite its shortcomings, Basic Access Control is much be#tr than no en-
cryption at all. Still, the United States originally electe d not to include Ba-
sic Access Control in its e-passport deployment. Concern @r e-passport pri-
vacy eventually resulted in the U.S. State Department delayng the rollout of
e-passports to allow for Basic Access Control to be included

\Active Authentication™: The ICAO spec urges use of another, optional
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security feature called \Active Authentication." While Ba sic Access Control is
a con dentiality feature, Active Authentication is an anti -cloning feature. It

does not prevent unauthorized parties from reading e-passpt contents. Ac-

tive Authentication relies on public-key cryptography. It works by having the

e-passport prove possession of a private key. The correspading public key is

stored as part of the signed data on the passport. The ICAO gulelines are
somewhat ambiguous, but appear to specify an integer factdzation based sig-
nature such as RSA or Rabin-Williams. To authenticate, the passport receives
an 8-byte challenge from the reader. It digitally signs thisvalue using its pri-

vate key, and returns the result. The reader can verify the ceorectness of the
response against the public key for the passport. The ICAO gidelines specify
use of the ISO/IEC 7816 Internal Authenticate mechanism, with ISO 9796-2
Signature Scheme 1 padding for the underlying signature:

Reader Tag
re 2gr f0;1g%

r
! R

M 2r fO; 1g64

X = Mijjrr
Siggk (X)

Here Sig; (X) is an RSA or Rabin-Williams signature with 9796-2 padding
signed with the secret keySK of the e-passport. Notice that X contains both
a random nonce generated by the Tag and a challenge from the agler; we
speculate that this may be intended to counteract padding atacks such as
those of Coron, Naccache, and Stern [19]. The 9796-2 paddintself makes use
of a hash function, which may be SHA-1 or another hash functia; the ICAO
standard does not restrict the choice of hash. The signaturean then be veri ed
with the public key supposedly associated with the passport If the signature
veri es, the Reader gains some con dence that the passport sented is the
contained which is supposed to hold the presented biometriclata. The U.S.
Concept of Operations for e-passports further species in 8ction C.2.7.2.2 a
security policy that e-passport chips must support, namelythat data cannot
be overwritten on the chip after personalization [20]. Sigiing the chip's public
key is a statement that the chip with the corresponding secrékey is trusted to
implement the security policy.

The public key used for Active Authentication must be tied to the specic
e-passport and biometric data presented. Otherwise a marmaithe-middle attack
is possible in which one passport is presented, but a di erenpassport is used as
an oracle to answer Active Authentication queries. The ICAO speci cation rec-
ognizes this threat, and as a result mandates that Active Auhentication occur
in conjunction with an optical scan by the reader of the machine-readable zone
of the e-passport. As a result, every reader capable of Acti Authentication
and compliant with the ICAO speci cation also has the hardware capability
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necessary for Basic Access Control. Deployments which neggt this part of the
speci cation open themselves to a risk of cloned e-passpat
Active Authentication also raises subtle issues concernigits interaction with

Basic Access Control and privacy. The certi cate required for verifying Active
Authentication also contains enough information to derivea key for Basic Access
Control; as a result the certi cate must be kept secret. In addition, when Active
Authentication is used with RSA or Rabin-Williams signatur es, responses with
di erent moduli, and hence from di erent e-passports, can be distinguished.
As a result, Active Authentication enables tracking and hotlisting attacks even
if Basic Access Control is in use. We recommend that Active Athentication
be carried out only over a secure session after Basic Acces®i@rol has been
employed and session keys derived. Because Active Authenttion requires an
optical scan of the e-passport, just as Basic Access Contraloes, we do not be-
lieve this presents more of an operational burden than the eisting speci cation.

4.5.2 Cryptographic Measures in Planned Deployments

At this point, more information is publicly available for th e United States de-
ployment of ICAO e-passports than any other of which we are aware. An un-
classi ed State Department memo obtained by the ACLU descrbes elements of
the U.S. PKI architecture as envisioned in 2003 [79]. A Fedeal Register notice
dated 18 February 2005 provides a number of details on U.S. passport plans
[68]. Appendix D of the State Department Concept of Operatins document
speci es that readers should support Active Authentication, leaving open the
possibility of its future deployment in U.S. and foreign e-passports [20]. The
original Federal Register notice, however, stated that U.S passports would not
implement Basic Access Control. The Federal notice o ered hree reasons for the
decision not to implement Basic Access Control: (1) The datastored in the chip
are identical to those printed in the passport; (2) Encrypted data would slow en-
try processing time*; and (3) Encryption would impose more di cult technical
coordination requirements among nations implementing thee-passport system.
Further, this notice intimated that e-passports will carry Faraday cages and
that e-passport readers will be shielded to prevent eavesdipping.

Our analysis suggests this reasoning was awed. Active Autkntication re-
quires an optical scan of a passport to provide the claimed ancloning bene t.
This is why the ICAO spec mandates readers supporting ActiveAuthentica-
tion be able to optically scan e-passports; this optical sca capability is also
su cient for Basic Access Control. Reason (3) is also awed: because all the
data required to derive keys for Basic Access Control is prest on the data
page of the e-passport, no coordination among nations is redred. Coordina-
tion among vendors is required for interoperability of e-pasports and readers,
but such coordination is already required for e-passports vthout Basic Access
Control. Finally, as we have argued, Faraday cages are not scient to protect

4Presumably this refers to the requirement for optical scann ing in association with Basic
Access Control.
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against unauthorized eavesdropping, and so they do not ruleut the attacks on
security and privacy we have outlined.

In fact, our analysis shows that the original deployment chaces of the United
States put e-passport holders at risk for tracking, hotlisting, and biometric
leakage. The lack of Basic Access Control means that any ISO4443 compliant
reader can easily read data from an e-passport, leading diofly to these attacks.
We are also concerned that a push towards automatic remote w@ling of e-
passports may lead the U.S. to neglect optical scanning of passports, thereby
weakening the anti-cloning protections of Active Authentication.

Since the original publication of our work in April 2005, however, the U.S.
State Department has reversed itself and indicated that U.S e-passports will in
fact employ Basic Access Control. Frank Moss, the State Depadment o cial
in charge of e-passport implementation, stated that the chage was due to a
realization the e-passports could be read at much further ditances than pre-
viously thought. In addition, initial request for comments on U.S. e-passport
policy gathered over 2400 responses (including a draft of ks work); 98:5 per-
cent of these responses were against deploying e-passpomsost citing privacy
concerns.

As it pre-dates the ICAO standard, the Malaysian identity card/passport
is not compliant with that standard. Published information suggests that it
employs digital signatures (\passive authentication") [21]. There appears to be
no reliable public information on other security mechanisns, although the US
patent led on the technology suggests a \proprietary and seret" encryption
algorithm is used for mutual authentication between e-pasport and reader [87].
Belgium began issuing e-passports to citizens in Novembel0P4, Australia, and
the Netherlands expect large-scale issuing by the end of 260while the United
States has delayed until 2006. For the ICAO e-passport depiments, the spe-
ci ¢ choices of each country as to which security features toinclude or not
include makes a major di erence in the level of security and pivacy protections
available. We summarize the known deployments, both currehand impending
shortly, in Figure 4.2.

Other nations may or may not meet the United States mandate f@ deploy-
ment in the next few years. Indeed, the reason that the UnitedStates favored
a minimal set of security features appears to stem from proldms with basic
operation and compatibility in the emerging international infrastructure [86].

4.6 Strengthening Today's E-passports
4.6.1 Faraday Cages

One of the simplest measures for preventing unauthorized ieding of e-passports
is to add RF blocking material to the cover of an e-passport. Materials such
as aluminum ber are opaque to radio waves and could be used tareate a
Faraday cage, which prevents reading the RFID device insiddghe e-passport.
Before such a passport could be read, therefore, it would hasto be physically
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opened.

The ICAO considered Faraday cages for e-passports, as showna discussion
of \physical measures" in Section 2.4 of [38]. Because Faray cages do not
prevent eavesdropping on legitimate conversations betweereaders and tags,
however, Faraday cages were deprecated in favor of Basic Aess Control.

While a Faraday cage does not prevent an eavesdropper from soping on
a legitimate reading, it is a simple and e ective method for reducing the op-
portunity for unauthorized reading of the passport at times when the holder
does not expect it. Recently, the U.S. State Department indcated that U.S.
e-passports may include metallized covers, following distssion of privacy risks
by the ACLU and other groups.

The research community has proposed a number of tools for ptecting RFID
privacy, including \Blocker Tags" [44] and \Antenna Energy Analysis" [26].
While either of these mechanisms would be helpful, in the sp®al context of
e-passports they would be no more practical or protective tlan a Faraday cage,
given that passive eavesdropping during legitimate read s&sions is likely to
constitute perhaps the major vulnerability to data leakage.

4.6.2 Larger Secrets for Basic Access Control

As we have discussed, the long-term keys for Basic Access Qoul have roughly
52 bits of entropy, which is too low to resist a brute-force atack. A simple
countermeasure here would be to add a 128-bit secret, unique each passport,
to the key derivation algorithm. The secret would be printed, together with

other passport information, on the passport. Such a secretauld take the form
of a larger passport ID number or a separate eld on an e-pasgmt. To aid

mechanical reading, the secret might be represented as a twdimensional bar
code or written in an OCR font to the Machine Readable Zone (MRZ) of each
passport.

4.6.3 Private Collision Avoidance

Even if a larger passport secret is used as part of key derivain, the collision
avoidance protocol in ISO 14443 uses a UID as part of its collion avoidance
protocol. Care must be taken that the UID is dierent on each reading and
that UIDs are unlinkable across sessions. One simple count@measure is to
pick a new random identi er on every tag read. In general, e-@ssports and
other IDs should use private collision avoidance protocols. Avoine analyzes
several existing protocols and proposes methods for conuarg them into private
protocols [9].

4.6.4 Beyond Optically Readable Keys

The ICAO Basic Access Control mechanism takes advantage ofhie fact that
passports carry optically readable information as well as bmetric data. In
the passport context, the ICAO approach neatly ties togethe physical presence
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and the ability to read biometric data. In general, however, we cannot count
on this kind of tight coupling for next-generation ID cards. Furthermore, the
use of a static, optically readable key leads to readers thatust be trusted in
perpetuity when all that is desired is to allow a single passprt read. Therefore
an important problem is to create a keying mechanism that limits a reader's
power to reuse secret keys and a matching authorization infxstructure for e-
passport readers.

Before we can move beyond optically readable keys, a key magament prob-
lem reveals itself. Which key should an authorized party useto authenticate
with a e-passport? The e-passport dare not reveal its identy to an untrusted
reader, but at the same time the reader does not know which keyo use.

An earlier version of our analysis suggested using the JFKr athenticated
Di e-Hellman key agreement protocol of Aiello et al. for thi s problem [5]. We
also highlighted reader revocation as an open issue in e-pg3orts. We have
since learned that the German government has proposed a Di eHellman based
protocol for \Extended Access Control" in the ICAO speci ca tion [16].

Reader revocation in the German proposal is accomplished byme-expiring
certi cates issued to readers combined with a time-stampirmg service run by each
nation. On each interaction with a legitimate reader, the reader provides the
passport with the most recent known timestamp from that pasgort's nation.
While this raises a denial-of-service risk if a nation ever igns a timestamp far
in the future, it ts with the constraints imposed by a mostly -oine reader
architecture. In particular, border control readers in southeastern Europe may
be o ine for weeks or months at a time [83].

4.7 Future Issues in E-passports

4.7.1 Visas and Writable E-passports

Once basic e-passports become accepted, there will be a puldr e-passports
that support visas and other endorsements. (We note that thepresently pro-
posed approach to changes in basic passport data is issuancka new passport
[68]; this may eventually become unworkable.) Because di eent RFID tags on
the same passport can interfere with each other, it may not bdeasible to include
a new RFID tag with each visa stamp. Instead, we would like to leep the visa
information on the same chip as the standard passport data. hese features
require writing new data to an e-passport after issuance.

A simple rst attempt at visas for e-passports might specify an area of
append-only memory that is reserved for visas. Each visa wdd name an e-
passport explicitly, then be signed by an issuing governmenauthority just as
e-passport credentials are signed. An e-passport might emeimplement \sanity
checks" to ensure that a visa is properly signed and names theorrect e-passport
before committing it to the visa memory area.

In some cases, however, a passport holder may not want bordexontrol to
know that she has traveled to a particular location. For exanple, most Arab
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countries will refuse entry to holders of passports which bar Israeli visas. As
another example, someone entering the United States via Cata may wish

to conceal a recent visit to a nation believed to be harboringterrorists. The

rst example is widely considered a legitimate reason to supress visas on a
passport; in fact, visitors to Israel from the United States may request special
removable visa passport pages for exactly this reason. Theesond motivation

may be considered less legitimate, and preventing this scamio may become a
goal of future visa-enabled e-passports.

4.7.2 Function Creep

The proliferation of identi cation standards and devices is certain to engender
unforeseen and unintended applications that will a ect the value and integrity
of the authentication process. For example, passports mighcome to serve as
authenticators for consumer payments or as mass transit paes. Indeed, the
ICAO standard brie y discusses the idea that e-passports mght one day support
digital commerce.

Function creep has the potential to undermine data protection features, as
it will spread bearer data more widely across divergent sysgsms. Moreover,
function creep may lead to consumer demands for greater coewience, leading
to the erosion of protective measures like optical-scannig-based access control
and Faraday-cage use. Passport holders may wish to pass thugh turnstiles, for
instance, without having to pause to have their documents opically scanned.

Web cookies are an instructive example of function creep. Qginally intro-
duced to overcome the stateless nature of the HTTP protocol,it was quickly
discovered that they could be used to track a user's browsinghabits. Today,
web sites such as doubleclick.com use cookies extensivety gather information
about customers.

4.8 Summing Up E-passports

We have identi ed principles for secure biometric identity cards and analyzed
these principles in the context of the ICAO e-passport stanérd, current ICAO
deployments, and Malaysian e-passports. We can draw sevdraonclusions:

The secrecy requirements for biometric data imply that unauthorized read-
ing of e-passport data is a security risk as well as a privacyisk. The risk
will only grow with the push towards unsupervised use of bionetric au-
thentication.

At a minimum, a Faraday Cage and Basic Access Control should b used in
ICAO deployments to prevent unauthorized remote reading ofe-passports.

Today's e-passport deployments are just the rst wave of nex-generation
identi cation devices. E-passports may provide valuable &perience in how to
build more secure and more private identi cation platforms in the years to come.
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Chapter 5

Private Authentication

5.1 Problem Statement

We have seen that many of the privacy issues in the library andhe e-passport
setting arise because tags can be read by unauthorized reade Therefore we
would like to restrict access to a tag to only authorized readrs. At the same
time, adversaries who eavesdrop on a conversation or attenifo communicate
with the tag should be unable to determine the identity of the tag. This is
the symmetric-key private authentication problem: how can two parties that
share a secret authenticate each other without revealing thir identities to an
adversary?

In the private authentication setting, there are n distinct RFID tags and one
RFID reader. We assume that the reader has a database of tag ks TK;; each
key is a shared secret between the tag and reader. We considan adversary that
may interact with tags of its choice and eavesdrop on conveggions between a
legitimate tag and reader. We say a scheme for mutual autheritation is private
if an adversary is unable to distinguish two di erent tags with di erent secret
keys. We say a scheme is secure if an adversary cannot fool agtar reader into
accepting when the adversary does not in fact know the tag'secret key.

A key performance metric for private authentication is how the amount of
work performed by the reader scales with the number of tags irthe system.
The issue with private authentication is that the RFID reader does not know
with which tag it is communicating. In the case that every tag has a di erent
secret key, the \naive" approach is for the reader to try eachkey in turn. With
this approach, the reader's work scales linearly with the number of tagsn. This
will not scale to large RFID deployments, which may have milions of tags. Our
main contribution is a technique for mutual authentication that requires work
only logarithmic in the number of tags.

Other performance metrics for private authentication include the amount of
computation required by reader and tag. The number of bits whch must be
communicated is also important, because it a ects how many aigs may be read
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Figure 5.1: Our basic PRF-based private authentication prdocol.

in a certain amount of time.

Another key metric for private authentication is how privac y degrades under
tag compromise In a tag compromise attack, the adversary learns the secret
keys of some subset of tags in the deployment, then attemptsa distinguish
between tags it has not yet compromised. At one extreme, a sysm that shares
the same secret key for all tags has catastrophic privacy degdation under tag
compromise: if one tag is compromised, the entire system isotmpromised. At
the other extreme, in a system that has di erent keys for eachdi erent tag,
compromising one tag does not aid the adversary in tracking ther tags. The
problem here is that a system with di erent keys for each tag, as noted above,
leads to work for the reader that is linear in the number of tags. Our technique
shares key material between tags in a way that allows us to mak a tradeo
between privacy degradation under tag compromise and readewnork.

5.2 Solution: Private Authentication Schemes

In the following, we refer to a private RFID authentication s cheme by a triple of
probabilistic polynomial time algorithms ( G; R; T) (for Generator, Reader, and
Tag). Let k be a security parameter. The key generatoiG(1¥) is a randomized
algorithm that outputs a shared secret keyK . Then the algorithms R(K) and
T(K) interact to perform authentication.

5.2.1 A Basic PRF Private Authentication Scheme

We propose a scheme for mutual authentication of tag and reagr with pri-
vacy for the tag. Our scheme, shown in Figure 5.1, uses a shatesecrets and
a pseudo-random function (PRF) to protect the messages commmicated be-
tween tag and reader. The result is a private authenticationscheme with reader
workload linear in the number of tags. We refer to this basic IRF scheme as
(Gbasic ; Roasic ; Toasic )-
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5.2.2 Tree-Based Private Authentication

Next we discuss how to provide scalable private authenticabn. We build a new
tree-based protocol with reader workO(log n), O(logn) rounds of interaction,
and O(log n) tag storage, wheren denotes the number of tags. Our scheme,
(Gtree ; Riree ; Tree ), assumes the existence of a subprotocol@;; Ry; T1) that
provides private authentication with constant rounds, constant tag storage, and
reader work linear in the number of tags.

We consider then tags as leaves in a balanced binary tree, then associate
each node in the tree with a secret. Each secret is generatechifiormly and
independently. The reader is assumed to know all secrets. Eh tag stores the
dgne secrets corresponding to the path from the root to the tag. Wecan think
of these secrets as de ning a functiorH : f0;1g 9! K, where inputs are node
identi ers and outputs are secret keys output by G;.

The reader, when it wishes to authenticate itself to a tag, sarts at the
root and usesR; to check whether the tag uses the \left" secret or the \right"
secret. If the reader and the tag successfully authenticataising one of these
two secrets, the reader and tag continue to the next level of e tree, doing a
depth- rst search over the tree of secrets. If the reader pases all secrets in a
path, the tag accepts the reader. Otherwise, the tag rejectshe reader.

This tree-based scheme requiredlg ne invocations of Ry and T, with 2 se-
crets. Therefore the total scheme require€(log n) rounds of communication,
O(log n) work for the reader, and O(log n) storage at the tag. Pseudocode is
shown in Figure 5.2.

For example, we can use the basic PRF scheme shown above as ¢Gr; R1; T1).
In this case, we can re-use the noncag and r; at each level of the tree, so long
as the nonces are long enough to prevent collisions. For exaie, we might set
r, and r, to 128 bits each.

For simplicity of exposition, we described the scheme in tams of a binary
tree, but nothing restricts the tree-based scheme to binarytrees. Larger branch-
ing factors reduce the number of rounds of interaction and inprove resistance
against compromise tags at the cost of somewhat increasedader work.

The main issue with our scheme is the number of rounds of commmica-
tion.Gentry and Ramzan have pointed out that some underlying protocols may
allow performing all levels of the tree in parallel [29]. Sub an optimization would
yield a protocol with O(1) rounds of interaction and messages withO(log n)
length.

5.2.3 A Two-Phase Tree Scheme

As just described, the tree scheme uses a single xed secwiparameter k for
all instances ofR; and T, which therefore requires communication cost at least
k for each of thedlogne rounds, or O(k logn) communication. We now describe
how we can create a tree scheme with communicatio®(k + log n) by splitting
into two phases.

In the rst phase, we run the tree scheme usingR; and T; generated with
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Algorithm Gyee ():

1. Letd=logn. Let H : f0;1g 9! K be a random function,

i.e., pick H(s) 2r K uniformly at random for each bitstring s of length at most N .
2. Assign each tag an identi eri that is d bits long.

4. Let TK; (vy;:::;v), wherevi = H(by;:::;by)
5. Let RK be the values ofH de ned in Steps 2 and 3.

Algo“thm Rtree ;Rtree (RK,TK ).
1. Return DFS(r; 1; ), where denotes the empty bitstring.

Algorithm DFS(TK;i;s):
. Setids := ;.

1
2
3. If running (R1(H (s0)); T1(v;)) returns true then
4 Ifi ° then return sO

5. else setids := ids[ DFS(i +1;s0).

6. If running (R1(H (s1)); T1(vi)) returns true then
7 Ifi ° thenreturn sl

8 else setids := ids[ DFS(i +1;s1).

9. Return ids.

Figure 5.2: Unoptimized tree-based private authenticatian protocol.

a smaller security parameter (that may depend on the level ofthe tree) to
identify the tag. We can a ect the probability of accidental mis-identi cation
by trading o the branching factor and the phase-1 security parameter. In the
second phase, once the tag is identi ed, the reader and tag taexecuteR; and
T1 using k as the security parameter.

For a concrete example, consider the basic PRF schema,= 22° tags, and a
two-level tree with branching factor 21° = 1024. We give a tag three 64-bit secret
keys: two for phase 1 and the nal key for phase 2. In both leved, we truncate
the PRF output to 10 bits. We then expect to need only one iteration of the rst
and one of the second level, for a total expected 22%° = 21 PRF evaluations
for the reader and 4 PRF evaluations for the tag in phase 1, pls 2 each for
phase 2. Communication cost is then 10 + 10 + 64 = 84 bits of PRF autput,
plus 128 bits for the random nonces, for a total of 212 bits of smmunication.
To fool a tag into accepting, the adversary must pass both phae 1 and phase
2. Ramzan notes that any authentication scheme withn possible tags requires
(log n) communication cost, because writing a tag identi er requires (log n)
bits, so we see our two-phase tree scheme is asymptoticallyptimal [71].
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5.2.4 Privacy Under Tag Compromise

Tags in our scheme share parts of their keying material. Theefore, compro-
mising a tag gives the adversary some advantage in identifyig other, not yet
compromised tags. The branching factor of the tree of secrstallows us to trade
0 privacy degradation under tag compromise with e ciency f or the RFID
reader. For example, if the branching factor is set ton, the number of tags,
then we recover the \try all keys" scheme that has maximum resstance to tag
compromise, but minimum e ciency. On the other hand, because each tag has
at least one key unique to that tag, an adversary that compronises tags cannot
impersonate any tags not so compromised. This makes our scime qualitatively
di erent from the approach of giving each tag the same secrekey - in that case,
a single compromised tag loses privacy and security for the kole system.
Analyzing the exact privacy-e ciency tradeo for our schem e is outside the
scope of this thesis, although we do discuss several othereie con gurations in
the next chapter. Going further, Avoine, Dysli, and Oechslin quantify the e ect
on privacy under tag compromise at di erent branching factors by measuring the
adversary's advantage at distinguishing tags [8]. Noharatal. measure the e ect
of compromising a single tag using an entropy-based metricok anonymity [63].
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Chapter 6

RFID Pseudonyms

6.1 Problem Statement

This chapter discusses RFIDpseudonym protocols In a pseudonym protocol, an
RFID tag does not emit its \real" identi er when queried by a r eader. Instead,
the tag returns a specialpseudonym Our goal in a pseudonym protocol is to
ensure that pseudonyms can be mapped to the real identi er oly by parties we
trust. Then, by ensuring that pseudonyms cannot be linked to each other or
the real identi er, we obtain privacy for the movements of RFID tagged items.

Pseudonyms vs. Access Control . Providing RFID pseudonyms is not the
same as access control for RFID tag data. In access controlhé object is to
prevent an adversary from reading or writing tag data without a secret key.
With RFID pseudonyms, the adversary is allowed to read the tay's current
pseudonym, but must be unable to determine when it has read te same tag
twice.

Access control requires mutual authentication between RFD tag and reader;
the tag must know it receives commands from a legitimate readr, and the reader
must know it is sending information to the correct tag. Mutual authentication
is overkill for many RFID applications, because in most cass we simply want
to know the tag's identity. Writing to the tag or other comman ds from the
reader are not necessary. In a common use case for RFID, a lagwumber of
items pass by a reader in a short amount of time. Even if perfoming mutual
authentication with a single item is fast, authenticating a reader to dozens of
tags at once may be challenging. In addition, mutual authentcation cannot be
carried out with a single message from tag to reader, while aiRFID pseudonym
protocol provides exactly this.

Furthermore, a pseudonym protocol works with legacy RFID readers that
have not been engineered with pseudonyms in mind. To such a agler, a
pseudonym appears to be a legitimate tag ID. The reader simyl passes the
pseudonym to a back-end database as it would with a standardD. The database
in turn can ask the infomediary to map the pseudonym to the corect tag ID.
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Privacy Control . In many settings, we may wish to have a single party man-
age access to many tags. Thus, we assume the presence of a cantrusted
entity, which we call the Trusted Center(TC). Given any pseudonym from such
a tag, the TC can determine the identity of the tag using a database of secret
information..

For example, if a cryptographic pseudonym protocol is usedthe tag is loaded
with a secret key generated for it by the TC. The TC keeps a datdase listing
for each tag with the secret key that was provided to that tag and any data
that is to be associated with that tag (such as its identity or access policy).
Upon receipt of a pseudonym, the TC can use its database of sests to map
the pseudonym to the tag's correct ID.

The Trusted Center acts as a trusted third party that manages the privacy
policy associated to tags. While the RFID tag manufacturer ould act as a
Trusted Center in practice, this is not required. RFID tags could be shipped
without any secrets written into them. Then, when the tag is rst deployed,
the Trusted Center can write the relevant secrets to the tag. We can construct
tags that may only be written in such a way once, and then do notpermit
overwriting or reading of secrets thereafter. For example,a library deploying
RFID could enroll a tag and write secrets to it when the tag is gplied to a
library book; the library would then act as the Trusted Center. For another
example, the Infomediary we describe in the Introduction isanother possible
Trusted Center.

Controlled Delegation . In the future, a RFID infrastructure might consist
of thousands or even millions of RFID readers deployed acrasthe planet, and
we need a way for legitimate readers to be allowed to read thealy. In a naive
implementation, a TC for the tag would give a copy of the tag's secret key
to each reader that is authorized to read the tag. This form ofdelegation is
too coarse-grained, because the reader then permanentlyaeives the ability to
identify this tag for all time. We may not wish to place this mu ch trust in every
RFID reader that ever encounters the tag; the challenge is tgrovide controlled
delegation, where a reader's ability to read a tag can be linted to a particular
time period.

If readers are online, one simple approach is to have the read simply act
as a dumb relay, passing on the pseudonym from the tag to Trustd Center and
letting the TC reply with the identity of the tag. In such a sch eme, the TC can
indeed authenticate the reader and check the privacy policyof the tag before
responding to this reader's request. If a reader Alice wisheto determine a tag's
ID, she must ask the TC. The TC can then decide whether Alice isallowed to
see this information based on the tag privacy policy stored m the database.
However, one limitation of this approach is that it requires a costly interaction
between the reader and TC every time a tag is read. Because t@y's readers
may repeatedly broadcast queries to all tags within range ata rate of 50 times
per second or so, the burden on the TC and the database may be mehigh: if
there are 10 tags within range, we require 500 round-trip ineractions per second
with the TC, multiplied times the number of readers.
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We instead focus on the problem ob ine delegation , in which readers need
not be connected to the Trusted Center during a tag reading. Oine delegation
is helpful for cases where readers have intermittent or lowsandwidth connectiv-
ity. When a reader rst sees a tag it is unable to recognize, tte reader can send
the pseudonym it received to the TC. If this reader is authorized this tag, the
TC can return not only the tag's identity but also a secret that allows reading
the tag for a limited time (say, for 1000 queries). Because tgs typically repeat-
edly query their environment many times a second, this allovg any arbitrary
number of subsequent queries to be disambiguated locally ahe reader, with-
out requiring further interaction with the TC (until the que ry limit is exceeded).
Thus, a scheme that supports delegation can still be used wit online readers.
Further, the ability to exploit the locality in tag sighting s can be used to greatly
improve performance of readers.

One could even ask forecursive delegation With recursive delegation, once
we have delegated to Alice limited-access to the tag, she cdurther re-delegate
to other readers. Alice can delegate to Bob the power to queryhis tag, and
Bob can further delegate to Carol, and so on. Moreover, the ghts delegated
can be limited arbitrarily at each step. For instance, if Alice receives a secret
that lets her identify the tag for the next 100 queries, she ca compute a secret
for Bob that will let him read the tag for the next 40 queries, a secret for Bill
that lets Bill read the tag for the 30 queries after that, and so on. To the best
of our knowledge, no previous work has addressed delegation the context of
RFID tags, let alone recursive delegation.

Ownership Transfer . A related problem to delegation is that of ownership
transfer, when Alice gives an RFID-tagged item to Bob. After the trans-

fer of ownership, Bob should be able to read the item but Aliceshould not.

Pseudonyms allow us to cleanly deal with ownership transfefrom Alice to Bob.

If Alice has not been delegated the ability to disambiguate Beudonyms, no
further work is needed: the TC simply denies Alice's request to disambiguate
pseudonyms after Bob registers his ownership of the item. IfAlice has been
delegated such ability, then the pseudonym protocol must smehow support
ownership transfer.

Performance Metrics . A major technical challenge in the design of RFID
pseudonym systems is how to make them scalable to a large nurab of tags.
Consider a TC with a database ofn tags that receives a pseudonym to be
disambiguated. Naively, one might check, for each of then tags known to the
TC, whether this pseudonym could have been generated by thatag. This naive
strategy, unfortunately, requires O(n) work each time a RFID tag is read, which
may not be practical for an RFID system with n = 10° tags. Therefore, reader
work is a key performance metric, just as in the case of privag authentication.

In addition, the amount of computation required for a tag is an important
metric, because RFID tags may have few gate available for secdty. The amount
of communication is also a key performance metric. Again, tfs is similar to the
case of private authentication.
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6.1.1 Threat Model

Our parties are a Trusted Center, a Reader, and many di erent Tags. We now
outline the security goals and threat model for RFID pseudoryms.

First, we want privacy for RFID tag readings: without specic permission
by the Trusted Party, a reader cannot determine the tag identity from the
pseudonym or otherwise link di erent readings of the same ta. Ideally, privacy
should hold even when the adversary is allowed to ask for defmted access to
tags of its choice. In particular, an adversary should be unhle to map a tag's
pseudonym to the tag's ID unless it has been speci cally delgated access to the
tree leaf currently used by that tag.

Second, we wantreplay-only security against impersonation attack In an
impersonation attack, an adversary wishes to pretend it is alegitimate RFID
tag without knowing that tag's secrets. Because a pseudonynprotocol uses
only one message from tag to reader, it necessarily falls Wi to a replay
attack in which an adversary records a tag's pseudonym and nglays it later to
an RFID reader. We want a protocol where replay is the \worst" an adversary
can do: without the secret keys of a tag, an adversary cannotgnerate valid tag
pseudonyms it has not yet seen. We believe this limited replg-only security
is tolerable, as duplicate readings of the same pseudonym n&be detected and
handled by a back-end database correlating RFID informatian.

In our threat model, the adversary is allowed to eavesdrop orall conver-
sations between a legitimate reader and a tag. The adversarys allowed to
query the Trusted Center with pseudonyms and learn whether he pseudonym
is correctly formed, and to interact with tags of its choice.

6.2 Solutions

6.2.1 Solution: Recoding

Writable RFID tags allow us to recode an RFID tag, or rewrite the data it
carries. We can use this feature to recode an RFID tag with thename of a
Trusted Center and a random identier. Then a reader can, given the tag
reading, query the TC and ask for the tag's \real" ID. The TC can then apply
the privacy policy of the tag to decide whether to honor the request. Recoding
is a simple way to implement RFID pseudonyms: each random ideti er serves
as a new pseudonym.

Recoding requires rewriteable tags, but the ability to rewite a tag must be
protected. Otherwise, RFID tag \vandalism" becomes possilte, as a vandal can
change the data on an RFID tag to make an item appear to be soméing it
is not, or simply erase the tag entirely. Vandalism might be performed to deny
service to legitimate users, or there might be some nancialmotive involved.
While RFID tag vandalism has not yet been reported, we suspeit is only a
matter of time.

With respect to nancial motives, scams have already appeaed that switch
optical bar code labels. For example, Home Depot su ered nedy half a million
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Figure 6.1: The Trusted Center delegates access to two di eznt Readers.

dollars in losses from a group of thieves that created bar casl labels for low-
cost items, pasted them on top of high-cost items' labels, boght the items at a
discount, and then returned the item for the full price. In th e RFID setting, we
could expect to see a quick \cloning" of other items found in e same store, in
which a thief would read a code o a cheap (but similar) produd, then overwrite
the tag of a more expensive product. As noted in chapter 3, may of today's
RFID tags employ a \write then lock" architecture, in which t he tag data can
be written an unlimited number of times and then irrevocably locked. After
locking, the data on the tag cannot be modi ed or erased. Unfatunately, this
irrevocable lock does not work for recoding, because the daton the RFID
tag must be modied. Instead, some kind of write password wil need to be
employed. Therefore, support for infomediaries via recodig requires managing
RFID tag passwords. The main benet of RFID recoding, howeve, is that it
can be implemented using cheap tags that have no cryptograph capabilities,
such as today's EPC Gen 1 tags.

6.2.2 Solution: Scalable, Delegatable Pseudonyms

Recoding RFID tags su ers from at least one other drawback: letween recod-
ings, the tag contains the same static identi er. Thereforea tag can be tracked
and hotlisted between recodings. In a cryptographic pseudaym protocol, in

contrast, as introduced by Ohkubo, Suzuki, and Kinoshita [®], a tag emits a
di erent pseudonym each time it is read. A Trusted Center (TC) can disam-
biguate the pseudonym and reveal a tag identi er using a seat key shared
between tag and TC. An adversary who lacks the secret key carut link such

sightings. Possession of the secret key \controls" the ahitly to link sightings of

the same tag. Unlike recoding, the tag changes its own pseudgm on each read-
ing. The result is improved privacy, because the tag may no lager be tracked
and hotlisted between interactions with a trusted reader. On the other hand,

the RFID tag must be able to compute a pseudo-random function While this

is already available for e-passport devices, it is less cleavhether it is reason-
able for supply chain tags. We will see, however, that given gseudo-random
function, we can obtain all our desired features for RFID pseidonyms.
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Furthermore, Ohkubo et al.'s scheme does not support deledeon and has
a high workload for the RFID reader. We address these problem with a novel
cryptographic pseudonym scheme for RFID tags. Our scheme gports o ine
and recursive delegation: the TC can compute a time-limitedsecret that only
confers the ability to disambiguate a limited number of tag pseudonyms. In par-
ticular, the TC computes a secret that allow to recognize thenext q pseudonyms
from this tag, where q is arbitrary and can be speci ed by the privacy policy.
This secret can be communicated to Alice, the reader, throug any channel,
and thereafter the reader does not need to interact with the TC in any way.
In Figure 6.1 we show a diagram of how delegation works in ourcheme with
di erent RFID readers and the Trusted Center. To the best of our knowledge,
no previous RFID schemes support delegation.

Our scheme supports ownership transfer. If Alice has been diegated linking
ability, we have two methods for ensuring Alice can no longedink a tag after
it is passed to Bob. First, a method we callsoft killing, and second a method
for securely incrementing a tag's leaf counter. We describéoth methods in
more detail in Section 6.2.6. Previous work on ownership trasfer focused on a
\recoding" technique with writeable RFID tags, in which a ta g is overwritten
with a new identi er that does not change between recodings. Therefore the
RFID tag is still vulnerable to tracking and hotlisting unti | it is recoded [59].
Recoding also introduces the problem of managing secure agss to the recoding
operation. Our scheme addresses both these problems.

Ohkubo et al.'s scheme requires the reader to perform work tiear in the
number of tags to map from a tag's pseudonym to its ID [69]. In ©ntrast, for
our protocol, the TC needs only doO(log n) work to disambiguate a pseudonym.
The logarithmic complexity does not apply to readers who hae been delegated
access to a subset of tags: a reader can disambiguate each pdenym in O(D)
time, where D is the number of tags delegated to the reader. In practice we
expect D will be small compared to the total number of tags; for exampk, D
might be the number of tags in a single shipment of goods. Fornately, since
there is a great deal of locality in tag-reader interactions most readers will only
be associated with a small number of tags, so we expect this plermance level
to be more than adequate in practice.

6.2.3 Protocol Overview

Privacy in RFID must consider all layers of the device. In patticular, devices
should have private collision avoidance, i.e. the radio behvior should not leak a
unique identi er for a tag or allow linkage of tag sightings. Physical di erences
due to manufacture might also allow an adversary to link di erent reads of the
same tag. Avoine discusses several ways in which existing RP tags leak such
information and ways to x them [9]. Our work assumes that these problems
have been solved.

The main idea of our scheme is to store a \tree of secrets" on th RFID
tag. Our solution requires a pseudo-random function and a nn-volatile counter
on the RFID tag. Given recent results on AES implementation for RFID by

66



Scheme TReader SReader Ttc Src # Msg Comm  Delegation?
OSK [69] 0O(n) O(n) NA NA 1 0() No
AO [10] Oo(n¥)  O(n%) NA NA 1 0(1) No
MW [60] O(logn) o) NA NA O(log n) O(logn) No
Basic Scheme O(D) O(D) O(logn) 0O(29) 1 O(logn) Yes
Optimized Scheme O(D) O(D) O(logn) 0O(1) 1 O(log n) Yes

Figure 6.2: Comparison to previous RFID privacy schemes. He Tyc and
Stc stand for the time and storage requirements of the Trusted Cater, with

the Reader requirements marked similarly.n is the total number of tags in the
system,d; is the depth of the Trusted Center's tree, andD is the number of tags
delegated to a particular reader. In practice, we expecD  n. The Optimized

Scheme uses a PRF to generate the TC's tree of secrets and troates the tag
outputs, as described in Section 6.3.

Feldhofer et al., this appears reasonable for a large clasS tags [25]. Each tag
keeps a counter, which is incremented on each read. The coust stores the
index of the next leave of the tree to use. The path from root toleaf, combined
with a random nonce, determines the tag's response to an RFIDeader. After
each response, the tag \updates" itself and its key materialto the next leaf
in the tree. Some key material is shared between the Trusted €nter and the
tag alone. This key material allows the TC to determine the tag's identity
with logarithmic work. The other key material may be given by the Trusted
Center to an RFID reader. Because the tag evolves its key witheach step, this
delegated key material will \expire" after a certain number of tag reads.

For simplicity, we will describe our protocol as if a random rumber generator
exists on the RFID tag. In some RFID technologies, this may na be realistic;
therefore we show later how to replace this with an increasig counter. We will
also limit the description to a binary tree of secrets, but in practice we will want
to pick a tree with a high branching factor to make a tradeo between reader
work and tag communication.

6.2.4 Notations and Background

We use the following notation.

In the following description we use a pseudo-random functins (PRF) that
uses keyk from a key spaceK on input M of length n-bits and output
n-bits. F :K f 0;1g" !'f 0;1g". We write Fx(M).

A pseudo-random generator (PRG) on inputM of length k-bits is de ned
as: G :f0;1g¢ I f 0;1g¢ f 0;1g%. We write Gtg.19(M). By Go(M) we
denote the rst k bits output G on input M. By G;(M) we denote the
next k bits output G on input M.
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Let f0; 1g " denote the set of bitstrings of length at mostn. If s 2 0; 1g
is a bitstring, let s;.; denote the rst i bits of s, and let len(s) denote the
length of s (in bits).

We also views;2" 1+ + 8, 12+ s,. Each bitstring s 2 f0;1g ¢
identies a node in the tree; s = 0 and s = 1 are its left and right
children, respectively.

If f :S°1 TisafunctionandS SO letfjs:S! T denote the function
f restricted to S. When given a function h : f0;1g 9! K de ned on
f0;1g 91, we extend it to a function de ned on all of f0;1g as needed by
de ning h(sb) = Gp(h(s)) for every s2f0;1g™4 ;b2 f 0; 1g.

We de ne a rooted full binary tree of depth d with k-bit string stored in
the nodes and edges labeled 0 or 1. The tree stores random ktlsitrings in all
nodes d;. In the nodes of succeeding levels it storek-bit string computed
by applying G as follows. If ak-bit string is stored in an internal node v, then
Go(V) is stored in v% left son and G(v) is stored in v right son.

If s2f0;1g" is a bitstring representing the position of a nodev at the leaf.
Let s1.q 1 denote the position ofv% parent. The ancestor path from leaf to the
root is de ned by the nodes in position: (S1:g 1);(S1:a 2);::;(S1:1) and the
function h(sy.;) represents thek-bit string value of the node in position s;; .

6.2.5 Our Protocol

In our RFID protocol scheme, we assume a central Trusted Cemr that can
authenticate and authorize readers. Each Tag has a unique IPwhich we would
like to keep secret from a Reader unless the Reader's requesteets a privacy
policy associated with the Tag. The Reader interacts with a Tag and learns a
one-time pseudonymp. Then the Reader asks the Trusted Center to identify
the Tag.

We rst describe the basic "tree of secrets" which is used to gnerate the one-
time pseudonym, including a description of the setup phaseWe then describe
the process through which a tag responds to the reader. Next & describe the
mapping from pseudonym to tag identity, focusing on the prodem of delegation.
Later we will show how our protocol enables a secure transfeof ownership
without need to rekey the tag. The state and algorithms for eah party are
shown in Figures 6.4, 6.5, and 6.6.

Tree of Secrets . To ensure our privacy goal the pseudonym needs to be
updated whenever a tag response is generated. Our protocd based around a
tree of secrets of depthd = d; + d, as shown in Figures 3. Each node in the
tree represents a cryptographic secret of lengtik-bit.

The rst d; levels of the tree contain node secrets that are chosen inde-
pendently of each other. The Trusted Center maintains the tree and generates
these secrets at system initialization time using the algoithm TC. GenTC . The
TC associates each tag with one node of the tree at deptk; and the following
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Figure 6.3: An example tree of secrets for four tags in our RAD pseudonym
scheme. The nodes drawn with solid lines correspond to sedseshared only
between the tags T1,...,T4 and the Trusted Center. Each of these secrets is
drawn uniformly at random and independently of each other. The dashed line
nodes are secrets imlelegation trees where child nodes are derived by the GGM
construction of applying a pseudo-random generator to the prent. On each
read, a tag updates its state to use the next leaf in the deleg#n tree for its
next pseudonym. To delegate limited-time access to a Tag, ta Trusted Center
can give out subtrees of the delegation tree; for example, # immediate parent
of 1 and 2 allows learning T1's identity in time periods 1 and 2 but not in time
periods 3 and 4.

property will always hold: each tag knows all the keys from its node at depthd;

up to the root node, but not other nodes in the tree. Secrets abved; in the tree
are shared only between a Tag and the Trusted Center; a Readewill not have

access to these secrets. Formally, we model the secret geatton as a random
function H kept by the Trusted Center and generated during TC.GenTC . All

provisioning is done by the TC, which also ensures no tags argiven the same
secrets at leveld;. This algorithm is shown in Figure 6.5 (see TCEnrollTag ).

The TC at enrollment time also records each tag's real identiy 1D , which may
be an arbitrary string.

The next d; levels of the tree contain node secrets that are derived usgna
GGM tree construction [31]: each node is labeled with a secteand the secrets
for its children are derived by applying a PRF. Knowing a secet in the tree
allows computation of the secrets for every descendant, i.ethe subtree rooted
at that node, but nothing else. From [31], if we denote a secitex stored in
a node a depthd; then Gg(v) is stored in v% left son and G;(v) is stored in
v right son. Let s= $;2" 1+  + sq4 12+ sq be a binary string. The value
of a node at depth D is Gs,(Gs, ,(:::(Gs,, (X)))). These secrets are shared
between a Tag and the Trusted Center and can be shared with a Reder during
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Tag State:
¢, a counter in f0; 1g°. Initialized to 0.
h, whereh = Hjs for some setS f 0;1g 9.

Algorithm Tag.Respond ():
1. Pick r 2 f0; 1g¢ uniformly at random.

3. Setc:= c+1.
4. Return (r; p).

Figure 6.4: Algorithms and state for the RFID tag.

the delegation process.

Tag Responds . Having access to subtrees of secrets is important for a Read,
because these subtrees allow the Reader to map the Tag's psanym (r; p) to
an ID without needing the Trusted Center. Each Tag T keeps a counterT:c.
A Tag responds to a query from the Reader by generating a randm number r
and sending a pseudonym

(nP) = (N Fhnee ) (N Frger. ) (N5 Frgerg ) (1))

where the h(c;.;) values represent secrets along the path in the tree of sedse
from the root to the Tag's current leaf T:c. The Tag then increments the counter
c¢. In practice, the counter value might be 64 bits.

Pseudocode for computing the response is shown in Tagespond . We can
think of each leaf value c as corresponding to a new pseudonym of the tag.
Below we discuss how the Trusted Center and the Reader can ugheir trees of
secrets to map the pseudonym i{ p) to the Tag's ID. Notice that because the
counter ¢ increments, the Tag will use a di erent path of secrets, and herefore
a di erent pseudonym, for every reader response: this is whiaensures that the
Reader's subtree of secrets will \expire" after a certain number of tag reads. The
complexity of Tag.Respond depends on the overall depth of the tree, however,
not directly to the size of the counter. By varying the branching factor and
depth of the tree, we can trade o between the complexity of Tag.Respond
and the complexity for the reader; we return to this in more depth in Section 9.

Mapping and Delegation . To map a pseudonymp to the Tag's identity, the

TC starts at the root of the tree of secrets. Then the TC performs a depth- rst

search over the tree, looking for the path in the tree that matches the response.
At each nodes, the TC can check whether the left child s 0 or the right child s1
matches entryp; in the response by checking whetheFgo(r) = p; or Fsi(r) = pi,
respectively. Pseudocode is shown in Figure 6.5 (see TidentifyTag ). Then
the TC can map from the identity of the tag's current node to th e tag's real
identity 1D . Based onlID, the identity of the Reader, and a privacy policy,
the TC can then decide whether to reveallD to the Reader. This provides a
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mechanism for enforcing a privacy policy regarding which raders are allowed
to learn which Tag IDs.

With this approach, the TC must be online for every tag read, which may
incur too much overhead for the TC. Our protocol also allows br \o ine del-
egation” the TC to delegate access to a certain interval of pgsudonyms to the
Reader. This can be thought of as allowing the Reader to perfian the mapping
itself from a pseudonym {; p) to the Tag's identity 1D, but only if the Tag's
counter value is in a prescribed interval [;R] (forsome1 L R 29,

Recall that each leaf of the tree corresponds to a di erent psudonym for a
tag. To delegate access to leaves in an interval[R ], the Trusted Center rst
determines the setS of all x; such that the following two conditions hold. First,
for all x 2 [L;R] there existss 2 S such that s is a pre x of x. Second, for all
s2 S, forall t2f0;1g% if sis a prex of t, thent 2 [L;R]. It can be shown
that S contains at most d, elements.

The Trusted Center then sendsHjs to the Reader along with the Tag's
identity. Pseudocode is shown in TCDelegate . In terms of our tree, the setS
corresponds to the minimal set of nodes that covers exactlyhe interval [L; R].
Now, when the Reader sees the Tag's pseudonynr; ), the Reader no longer
needs to communicate with the Trusted Center. Instead, the Rrader computes
Fn(s)(r) for all s 2 S, which it can do because it has access tdijs. If the
Reader nds a match between the tag response and ars value, then it has
learned the Tag's identity. Pseudocode for the Reader's coputation is shown
in Figure 6.6 (see ReadetdentifyTag ). After the Tag updates itself past the
leaf R, however, the Reader can no longer map the Tag's pseudonynm; ) back
to the Tag's identier ID . This is because the countefTag :c will have updated
past the subtree of secrets known to the Reader. At that point the Reader
must re-apply to the TC for more access.

During the depth- rst search, the TC determines which node &t level d; is
currently in use by the Tag. This requires 2d; evaluations of a PRF. Because
each tag has at least one node at levad; of the tree and none of these values
are shared between tags, this requires onlp(log N ) evaluations of the PRF. If
the TC further wishes to learn the exact counter value used bythe Tag, this
requires another 2, evaluations of a PRF.

The Reader, by contrast, must check every value in its delegad subsetS
to see if it nds a match with an entry of the Tag's response. This takes time
O(D), where D = jS;j.

6.2.6 Ownership Transfer

Ownership transfer in RFID is the following problem: Alice gives an RFID
tag to Bob. How do we prevent Alice from later reading the RFID tag? This
problem is crucial for limiting the trust required in reader s which may need to
read tags at some point in the tag's lifetime.

In the case that Alice has not been delegated access to the RBltag, own-
ership transfer in our model is simple. The Trusted Center isnoti ed of the
transfer and updates a privacy policy associated with the tay. Afterwards, Al-
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ice requests access to the tag's ID. The Trusted Center thenhecks the privacy
policy, sees Alice no longer owns the item, and denies acceda case Alice has
been already been delegated access to the tag, we introduced methods for
ownership transfer.

Soft Killing . In the rst method, soft killing, Bob queries the Trusted Center
and learns how many leaves were delegated to Alice. Supposkis number isk.
Bob then reads the tagk + 1 times. The tag will then have updated past Alice's
access, so she will no longer be able to disambiguate the tagpseudonyms.
Notice that even if Bob knows how many leaves were delegatedtAlice, he still
cannot distinguish a tag delegated to Alice from any other tag without Alice's
help; this is because the tag will emit a new, pseudorandom,seudonym on each
read. Therefore knowing the number of leaves delegated to Ale does not hurt
the privacy of our protocol.

The benet of soft killing is that it does not require shared secrets between
the tag and reader. The downside is that soft killing requires many tag reads.
Soft killing also opens up the possibility for a denial of sevice attack if an
adversary reads the tag many times; Alice can recover from tis by simply
asking the Trusted Center to delegate more access.

Increasing The Tag Counter . In the second method, we allow Bob to in-
crease the counter on a tag fromc to ¢®. Bob does so by sending the Tag a
random seedr, after which Bob and the Tag can perform mutual authentica-
tion and establish a secure channel with the shared secréf,(r). Bob then
sendsc® to the tag. We require that c®> ¢, so Bob can only increase the tag's
counter, not decrease it. Alternatively, Bob can send the Tay a similar message
identifying a subtree; the tag then updates itself to the least leaf in that subtree.
By doing so, Bob can \leapfrog" the tag over Alice's delegatel leaves and be
sure that Alice can no longer read the tag. Increasing the conter requires only
one read, but also requires that Bob share a secret with the tg. Notice that
the Trusted Center need not be involved at all in the transaction in this case.

6.3 Optimizations

We now present some optimizations for our pseudonym protodo We note that
some of these optimizations also apply to the private authetication protocol
described in the previous chapter.

Reducing TC Storage . In our protocol as described, the Trusted Center
must generate and store 9:*1 independent random values. We can reduce this
storage to O(1) by instead having the Trusted Center use a PRF with a secré
that is never revealed to any other party. This PRF evaluated at a nodelD
yields the secret for the node.

From PRFs to Weak PRFs . Throughout we have assumed the use of pseudo-
random functions for generating tag responses. Because dfi¢ structure of our
protocol, however, aweak PRF would su ce instead [61]. A weak PRF is a
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keyed function whose output is indistinguishable from rancdm assuming that
the input was chosen uniformly at random. Unlike a PRG, the input is public
and known to an adversary; only a xed key is secret. Unlike a tandard PRF,
the adversary is not allowed arbitrary access to the functim. A weak PRF is
su cient for our protocol if a hardware random number generator is used; in
this case the nonce value is drawn uniformly at random from the appropriate
set of bitstrings. It remains an open question whether weak RFs are more
e cient to construct than PRFs in practice on RFID devices.

Trading Randomness for a Counter . In some RFID technologies, it may
be di cult to generate random numbers. We can replace the ranrdom number
generator with a counter in such situations. We refer to Figue 6.3, which shows
algorithms NextNonce.Initialize and NextNonce.GetNextNonce that
use a counterctr and a pseudo-random functionFy to generate the next nonce
for an RFID pseudonym, wherek is a uniformly chosen random secret. We stress
that the key k for this pseudo-random function is not shared with a Reader &
any time. For each pseudonym, we increment the countec and return F(c) as
the next nonce. If we use this optimization, however, then wecan no longer use
a weak PRF, as the inputs to Fx are not chosen uniformly at random.

Truncating PRF Values . Instead of sending full PRF values in a tag re-
sponse, it is more e cient to send truncated versions. This reduces commu-
nication overhead at the cost of following false paths durig the depth- rst
search. To avoid misidenti cation of tags, we recommend truncating only at
the internal nodes and sending the full-length PRF output at the leaves. If
internal nodes are truncated to a bits, the tag's response becomesr(p) where
P = (Fn(cy..)(r) mod 22, 5 Fe,, (1) mod 22, Fpc,., (). With full-length
values at the leaves, the probability of misidenti cation i s negligible.

When PRF responses are truncated, identifying a tag require searching
through the tree, and this search might follow false paths that do not correspond
to the true tag identity. If the branching factor is exactly 2 2, it is possible to
show that the search process is a birth-death process and tihghe expected
complexity of the search isO(22 IgN)= 0O(22 d).

Branching Factor and Concrete Examples . Truncation greatly reduces
communication overhead while only slightly impacting the complexity of tag
identi cation. For instance, with a binary tree of depth d = 40, we might
truncate PRF values to 1 bit at internal nodes and use a 64-bitPRF output at
the leaves. With these parameters, the responsp will be 103 bits long, while
the search complexity remains minimal.

In practice, we would use trees with branching factors mucharger than 2. A
larger branching factor reduces the depth of the tree, thus educing tag storage
and computation, at the cost of more computation for the Trusted Center and
reader. For example, consider an RFID system withN = 220 tags, each of
which will be read at most 22° times. We construct a four-layer tree of secrets
with branching factor 1024 = 21° at all levels. Each tag stores two 64-bit secrets
S1; S2, With the second secret being the root of a GGM tree that coves the nal
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two tree levels. Each pseudonym requires two PRF invocatios to compute
s3;S4 and four PRF invocations to compute the response. Total tag torage is
2 64 =128 bits and total tag computation is 6 applications of the PRF. If we
truncate the tag's responses to 10 bits at internal nodes and4 bits at the leaf,
and use a 64-bitr, the tag's total communication is 64 +30+64 = 158 bits. The
work for the reader, on the other hand, is only 6 21° applications of the PRF.
We show concrete parameters for this and some other examplés Figure 6.8.

6.4 Application Scenarios

Shipping . We note that UPS has recently begun experimenting with RFID [54].
In a shipping scenario, Alice wishes to send a package to Bobsing a shipping
company Charlie. Charlie needs to read the RFID tag to expede tracking of
Alice's package. After Charlie delivers the item to Bob, however, Bob wants to
prevent Charlie from reading the tag in the future.

For example, Bob might be a retail store that has a shipping catract with
Charlie; if Charlie can walk into the store and discover that he ships eighty
per cent of Bob's items, Charlie might use this information against Bob at the
next contract negotiation. Therefore, we would like to use air mechanisms for
ownership transfer to ensure Charlie has only limited-timeaccess to the RFID
tag.

Here Alice can act as the Trusted Center in our protocol. Togé¢her with the
shipping information, Alice delegates access to Charlie foenough pseudonyms
to allow for tracking the RFID tag during shipping. Should Ch arlie exhaust
his access during shipping, he can contact Alice for more aess. Once the
item reaches its destination, Bob increments the counter onthe Tag, thereby
gaining con dence that Charlie can no longer determine the |&g's identity from
its pseudonyms.

Warehouses . In this application, RFID tags are applied to cases or pallés
in a warehouse owned by Alice. Here we are concerned with comafitive in-
telligence: by hiding an RFID reader near a warehouse or by atrolling RFID
readers at a point of shipment, Eve might learn something abat Alice's business
practices [76].

With our protocol, Alice sets up her own Trusted Center o -site and several
readers inside the warehouse. Alice then delegates accessthe readers based
on her knowledge of which items should arrive at the warehous. The reader,
given this access, can quickly determine a tag's identity fom the pseudonym
emitted by the tag. Eve, in contrast, cannot even link two di erent sightings
of the same rag. Furthermore, even if Eve steals one of Alice'readers, the
exposure is limited to the access delegated to that reader.

Supply Chain . In the supply chain, a tag may travel from a manufacturer to a
distributor, then to a retail outlet and nally to an end cons umer. At each step,
RFID readers need to read the tag for a limited time, but should not be able
to read the tag after it has passed to the next point in the chan. Our protocol
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supports this by allowing the Trusted Center to delegate acess to the readers
for each of the entities in turn. At point of sale, we can perfam soft killing of
the tag and therefore guarantee that no previous party can déermine the tag's
identity.

Pharmaceuticals . The U.S Food and Drug Administration is pushing for
the widespread use of radio frequency identi cation to trad the distribution of
prescription drugs. RFID should start being used at the pallet level throughout
the pharmaceutical supply chain within the next three years Jump Start, the
rst RFID trial in the pharmaceutical industry, aims to trac k products from
manufacturers to the distributors [85]. CVS/Pharmacy Corp has led the use of
RFID, introducing item-level tracking [53].

Our mechanisms for ownership transfer to di erent readers ae applicable
here. After a transfer, the new owner can enforce tag privacyby soft-killing
or by increasing the tag counter. Then, if a previous owner orother adversary
tries to read the tag, it will be unable to collect any information about the drugs
from the resulting pseudonym.

Libraries . As in the warehouse case, the library itself can act as the Tusted

Center and delegate access to its own readers. Then if an ad@ary reads a
library book's RFID tag without authorization, the adversa ry will be unable to

determine the book's identity. If patrons wish to read the tag themselves, the
library can delegate access to their reader and revoke acae®nce the book is
returned.

6.5 Related Work

Weis et al. provide \hash lock" protocols for private mutual authentication [84].
As we have discussed, mutual authentication is not needed iscenarios when
only tag identi cation is required, and it incurs signi can t performance costs.
Their schemes also require readers to perform linear work ithe number of total
tags and do not support controlled delegation to o ine readers.

In the last chapter, we introduced a scheme to reduce reader evk in private
mutual authentication from linear to logarithmic in the num ber of tags. In
contrast to the pseudonym scheme found in this chapter, thisscheme requires
at least 3 and possibly as many a©(log N) rounds of communication between
tag and reader, while we achieve one message from tag to readéurther, our
private mutual authentication scheme does not support delgation, nor does it
work with legacy readers.

Ohkubo et al. introduce a scheme for RFID pseudonyms [69]. Rmvering
the tag identity requires work linear in the number of possibe tags, while we
achieve logarithmic work. The authors propose storing the gpected next output
of each RFID tag as an optimization, but this cannot be kept up to date unless
the trusted authority is online for every tag read. Avoine and Oechslin propose
a time-space tradeo technique that improves the complexity of the Ohkubo et
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al. protocol to O(N %) time with a table of size O(N %), but their protocol does
not support delegation as ours does [10].

Juels gives a scheme for one-use RFID pseudonyms [41]. Urikur protocol,
Juels's scheme does not require a PRF; a simple XOR is enoughluels also
discusses methods for rotating and changing pseudonyms tapport ownership
transfer. His protocol, however, only allows a tag to emit a imited number
of pseudonyms before it must be refreshed through interactin with a trusted
reader; Juels outlines an extension to the protocol using a RG which removes
this restriction, but this method requires tight synchroni zation between reader
and tag. Further, his protocol does not work with legacy reacers, and it does
not support delegation as ours does.

Avoine and Oechslin introduce a method of precomputation fo the pseudonym
scheme of Ohkubo et al [10]. The bene t of their approach is tlat no privacy is
lost under tag compromise for non-compromised tags, whilehe cost to identify
a tag given the precomputation is modest. Avoine, Dysli, andOechslin analyze
the time requirements for the reader in more detail [8].

Unfortunately, Juels notes that the precomputation schemeitself can imperil
privacy: the precomputation requires setting an upper bourd on the number of
times a single tag is queried. Once any single tag passes thi®und, an adver-
sary can distinguish that tag from others by observing that the tag is no longer
identi ed by the system [42]. While Avoine et al. observe that the precom-
putation approach provides similar performance to our schene, their analysis
sets the upper bound on tag queries to 128. As a result, their gproach must
be re-evaluated for RFID deployments that may read tags ofta; for example,
some RFID technologies may read a tag as much as 50 times percasd.
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TC State :
H:f0;1g ! K, a function.

Algorithm TC.GenTC ():

1. LetH :f0;1g ! K be a random function,
i.e., pick H(s) 2r K uniformly at random
for each bitstring s of length at most d; .

Algorithm TC.EnrollTag (ID):

1. Find the smallest integert 2 f 0; 1g™ that hasn't been assigned to any other tag.
Assignt to this tag.

2. SetS:= fty; :0 j dig

3. Return (t 092; Hjs) as the state for this tag.

Algorithm TC.Delegate (L;R):

1. Let S be the minimal set such that

2. 1) 8x 2 [L;R];9s 2 S such that s is a pre x of x

3. 2)8s2 S;8t2f0;1¢Y, if sis a prex of t thent 2 [L;R].
4. Return Hjs.

Algorithm TC.IdentifyTag  (r;p):
1. Return DFS(r;p; 1; ), where denotes the empty bitstring.

Algorithm DFS(TK;i;s):

1. Setids = ;.

2. ParseTK as (v1;:::;v)

3. If Fy(so)(r) = pi then

4 Ifi ° then return sO

5. else setids := ids[ DFS(i +1;s0).
6. If Fy(s1y(r) = pi then

7 Ifi ° thenreturn sl

8 else setids ;= ids[ DFS(i +1;s1).
9. Return ids.

Figure 6.5: Algorithms and state for the Trusted Center.

Reader State:
h:S! K; forsomeS f 0;1g %, with S initialized to ;.

Algorithm Reader.ldentifyTag (r;p =(p1;:5pPd)):
1. Foreachs 2 S, do:

2. If Fnes)(r) = Pencs), then return s.
3. return ?.

Figure 6.6: Algorithms and state for the Reader.
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NextNonce.Initialize 0

1. Initialize ctr to O

2. Pick secret keys 2r K
NextNonce.GetNextNonce 0
1. Return Fs(ctr++).

Figure 6.7: Generating nonces with a PRF and a counter.

Number of Tags | Tag Storage | Communication | Tag Computation | Reader Computation
220 128 bits 158 hits 6 6 210
230 192 bits 168 hits 7 7 210
240 256 bits 178 bits 8 g 210

Figure 6.8: Concrete resource use of our scheme for some exadmparameters. We
use a branching factor of 2° in all cases, use a 64-bit value with truncation, and
we assume tags will be read at most 2 times. Tag and reader computation are
both measured in expected number of PRF evaluations.

78



Chapter 7

Conclusions

7.1 Open Problems

7.1.1 Forward Privacy in Log-Work Pseudonyms

The RFID pseudonym protocol of Ohkubo, Suzuki, and Kinoshita [69], and the
extension due to Avoine and Oeschlin [10] provide dorward privacy property
not enjoyed by our tree schemes: if the tag is compromised at éime t, an
adversary is unable to link readings of the same tag seen atrtiest®<t. The
straightforward attempt to obtain this property in our sche mes is to have secrets
update by being hashed after each time period.

Unfortunately, this leads to reader work linear in the number of possible
time periods, as the reader does not know at which time periodthe tag is.
Releasing the time period \in the clear" addresses this peldrmance issue, but it
also allows an adversary to distinguish di erent tags. Is there a pseudonym or
private authentication scheme with work logarithmic in bot h time periods and
number of tags?

7.1.2 Resistance to Tag Compromise

The pseudonym scheme of Ohkubo et al. provides privacy for necompromised
tags if a tag is compromised [69]. In contrast, privacy of otler tags degrades
in our tree schemes if a tag is compromised; this is becausega share some
keying material. This sharing of key material appears essdral to our approach
for obtaining logarithmic work for the reader. Is there a scheme for private
authentication or RFID pseudonyms with logarithmic work bu t in which tags are
keyed independently of each other and so lose no privacy undéag compromise?
If not, what is the minimum loss of privacy under tag compromise for a given
reader e ciency?
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7.2 Future Directions

Unlike the previous section, this section discusses broadeesearch directions.
Here the problems are less clearly de ned, and the scope of ¢hwork required
is broader.

7.2.1 Working With RFID Limitations

Both the deployments considered in this thesis use 13.56 MHRFID technology,
which has less stringent limitations than the 915 MHz tags ued in the supply
chain setting. For example, the cheap tags used by Wal-Mart & unlikely to
support a PRF in the near future, and so unlikely to make use othe techniques
we have shown. In discussions with supply chain RFID manufaitirers, however,
we learned two further surprising limitations of 915 MHz supply chain tags.

1. Writing long-term state during a read, even a counter, is d cult. Not
enough power is transmitted to an RFID tag at long range to malke writing
state practical.

2. Generating randomness is hard.

Taken seriously, these limitations mean we should prefer stteless, determin-
istic RFID security protocols. Unfortunately, this rules o ut standard notions of
cryptographic security, such as indistinguishability of encryptions. How real are
these limitations? Can we work around them with weaker, but 4ill useful de -
nitions of security? Juels has taken a step in this directionwith an adversarial
model capturing \refreshes" of RFID tags by legitimate readers, but more work
remains.

7.2.2 Database Integration

An RFID reader and tag is only part of the story. Behind every RFID reader
will be a massive database responsible for collecting and maging the ob-
served RFID data'. How should this data be managed? In particular, if RFID
pseudonyms are used, when should the pseudonyms be mappedckdo the real
IDs of the tags? Here there are several tradeo s between e céncy and security.
For a concrete example, we could use our delegation propertio push subtrees
of secrets towards the edge of the network to improve performnce. If hardware
on the edge is compromised, the number of secrets exposed imited. On the
other hand, if the edge hardware has few secrets, it must comumicate more
frequently with the Trusted Center.

A database architecture like the HiFi system of Franklin et al. [27] o ers a
way to manage such tradeo s. In HiFi, virtual device drivers, or VICEs, are
responsible for cleaning and post-processing sensor dataDne duty of such a
VICE might be deciding how to move subtrees of secrets and wheto perform

1This section results from discussions with the Berkeley HiF i Group led by Michael
Franklin, in particular Shawn Je ery. We are grateful for th e helpful discussions.
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the mapping from pseudonym to real ID. For more details on VICEs in the HiFi
architecture, we refer to Je ery et al. [40].

7.2.3 Economics of RFID Privacy and Security

Researchers such as Anderson have suggested that econonmmeatters as much
or more than technical features in deployments of security €chnology [6]. We
suggest two areas where economic tools may help us analyze RFprivacy and

security. First, the incentives for adopting RFID security and privacy features.
Second, the e ects of \asymmetric information" on RFID priv acy.

Adoption

Several RFID privacy techniques require an investment in ifrastructure RFID
readers to provide privacy. For example, RFID killing requires a reader to be
present at point of sale to perform killing. The economic prdlem here is that
the bene t of killing is to the end customer, but the cost of buying the reader for
killing falls on the retailer. As a result, the retailer may r ationally decide not to
buy the RFID reader, therefore weakening the privacy proted¢ions supposedly
o ered by killing. Similar issues arise with recoding.

For example, consider a retailer, such as a family-owned caenience store,
that decides that the cost of an RFID reader is not worth the bene ts in terms
of store inventory. We call such a retailer a \sub-threshold' retailer. If live
RFID tags are delivered to a sub-threshold retailer, these ags will \leak" into
the population because the sub-threshold retailer lacks tk means to kill them.
Because end users will not have RFID readers in the near termsuch leaked
tags may not be detected or killed for a long time, if ever. Thee leaked tags
may raise privacy issues not only for the original purchaserbut also for anyone
that later receives the item.

Our RFID pseudonym scheme and private authentication schera avoid the
problem of sub-threshold retailers, only to run into another problem. Speci -
cally, while these schemes do not need infrastructure reads, they do require
RFID tags that support a PRF. While RFID tags with a PRF are ava ilable
in some applications, this raises the cost of the tags. The dra capital cost
compared to a \dumb" tag is easy to quantify, while the econormic benet of
using our schemes is harder to show on the bottom line. Who wiilabsorb this
cost?

We note that RFID technology as a whole, independent of any seurity
or privacy features, still faces signi cant questions regading the economics of
its adoption. While Wal-Mart and the U.S. Department of Defe nse have had
success in mandating suppliers to adopt RFID, other organiations have had
trouble pushing the technology. We suspect some of these gsons may become
less important as the cost of the technology drops, but othes, such as the
uneven split between parties regarding costs and bene ts, Wl continue for the
foreseeable future.
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The RFID Lemons Market

Economics has been used as a tool to analyze privacy behavior general, and
with respect to web privacy issues in particular. Acquisti gives an overview
of work in this area [2]. We now give an example of such techniges used to
analyze the \kill command" proposed for RFID privacy. Our an alysis closely
follows the lemons market for web privacy described by Vila,Greenstadt, and
Molnar [82].

Consider the following \RFID killing game." In this game, a C ustomer buys
RFID-tagged items from a Merchant. The RFID technology we casider is that
of the EPCglobal speci cations, in which only a \kill' comma nd is available.
We will assume that the Customer does not possess an RFID read and so
cannot check for herself that an RFID tag has actually been Kied. We further
assume that the Customer has no post point-of-sale uses fohé RFID tag and
so would always prefer that the RFID tag be killed at point of sale.

The Customer has two options: either to Buy an item or Don't Buy an item.
The Merchant also has two options: either to Respect the cugsimer's privacy
by killing the RFID tag or to Defect and fail to kill the tag. No w we need to set
up the incentives for the two parties. Let us say the payo Customer receives if
it decides to Buy is 1 and the RFID tag is killed, while it receives -1 if the RFID
tag is not killed. This models the negative impact to the Customer of having
an RFID tagged item. Let the payo the Merchant obtains for th e item be 2 if
the RFID tag is not killed, but only 1 if the RFID tag is killed. This models the
cost of buying an RFID reader and changing the buying processplus possibly
a bene t to the Merchant from an unkilled tag. If the Customer chooses Don't
Buy, neither party receives any bene t. The payo matrix ist hen the following:

0
Respect Defect

@  Buy 1;1 1,2 A
Don't Buy 0;0 0,0

Given this payo matrix, is the Merchant's optimal strategy to Respect, to
Defect, or some mix of the two? What about the Customer's optimal strategy?
It turns out that the RFID killing game is an example of Akerlo f's \market for
lemons," in which the problem of asymmetric information leads to an undesir-
able outcome. Asymmetric information here means that whilethe Merchant
may know whether it will Respect or Defect, the Customer has o way to verify
which decision the Merchant has made. The Customer does knavihowever, that
the Merchant has an incentive to Defect, as then the Merchantearns a payo of
2, which is greater than the payo 1 the Merchant earns when it Respects. As
a result, the equilibrium point for the killing game is to make no trade at all.
This pessimistic result does not mean the kill command is udess. It does mean
that the kill command alone is not su cient to provide RFID pr ivacy. Some
additional mechanism is needed.

We can go further and model the e ect of such a mechanism. Speae in-
troduced the notion of a signal in a market, which is a device with a high cost
for Defecting sites but a low cost for Respecting merchants7b]. The Customer
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can then prefer a Merchant that sends the signal over one whitdoes not. The
key question here is nding a real-world signal that exhibits the needed cost
di erence. Molnar, Soppera, and Wagner discuss an architeare for a \trusted
RFID reader [57]." Their design leverages the remote attesition primitive
proposed by the Trusted Computing Group to allow anyone to check that the
reader follows a particular privacy policy. This check fundions as a signal in
the lemons market: if the hardware is tamper-resistant, then Respecting sites
need do nothing, while Defecting sites who wish to send the ghal must pay
the cost to break the tamper-resistance of the hardware. Esinating the cost to
break tamper-resistant hardware, however, becomes crudiabecause this cost
determines how useful such hardware may be as a sigrial

For another approach, Vila, Greenstadt, and Molnar extend the lemons mar-
ket with a \cost of testing." Here, the cost of testing can be thought of as a
cost for the Customer to check that the RFID tag has in fact been killed [82].
Practically, represents the cost of buying an RFID reader am using the reader
to check an item after sale. They show that unless the cost ofdsting is zero,
the game tends to a mixed equilibrium in which some merchantRespect and
others Defect. They also showed how the cost of testing in theveb site privacy
setting can be manipulated by unscrupulous web sites that emloy purposely
obfuscated privacy policies. In the RFID setting, this might correspond to the
percentage of Merchants that install RFID readers.

7.2.4 Sensor Network Applications

Both our private authentication and pseudonym schemes can b used by wireless
sensor nodes, such as the Berkeley Mica2 and Telos platformsn particular,
our pseudonym scheme can be used to identify a secret key uség a sensor
node to encrypt its packets. Our delegation functionality then enables giving
third parties limited time access to sensor readings. Are tlere applications of
sensor networks that need these capabilities? Can we use rgsive delegation
to limit the impact of a base station compromise in a sensor ngvork? Carrying
through this direction requires analyzing concrete exampgs of sensitive sensor
network applications, just as we have done for RFID deploymats.

7.3 Concluding Remarks

7.3.1 Research and Politics

In both the library and e-passport settings, the decision touse RFID has become
heavily politicized. For example, the announcement by the &n Francisco Public
Library that it would issue a Request for Proposal for an RFID tagging system
triggered protests by the Electronic Frontier Foundation and citizens' advocacy
groups. Recently, similar protests began in Berkeley follwing the adoption

2We thank Nikita Borisov for raising the question of the exact cost to break tamper-
resistant hardware.
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by the Berkeley Public Library of an RFID system. Electronic passports have
received attention from a broad range of civil liberties graips, including the
American Civil Liberties Union, the Electronic Frontier Fo undation, and the
Electronic Privacy Information Center, all of whom have written white papers
or public comments opposing the use of RFID in passports.

In both cases, the issues involved ranged beyond privacy andecurity of
RFID. For example, there is the simple issue of cost in an RFIDsystem: for
a library this can run into the tens of thousands of dollars, while the return
on investment and bene ts of the technology are still being atablished. In the
case of Berkeley Public Library, the cost issue is exacerbat by a budget crisis,
which threatened the rst sta layo s in decades. For anothe r example, health
concerns over the long-term e ect of exposure to radio eldsused for RFID
played a major role in the debate at San Francisco Public Libary, but it is
outside our expertise and the scope of our work.

We were also surprised at how the current debate over RFID in &n Fran-
cisco Public Library tied into long-running disputes between the library sta
and citizens' advocacy groups. As an illustration, a leaderof one such group
had been a self-described library \gad y" for over seven yeas, well before the
advent of library RFID. Nevertheless, the concerns over RFD privacy made our
research directly relevant to these political debates.

Two major issues arose for us because of this political conaogon. The rst
is political engagement- how do we, as researchers, contribute to the decision-
making process surrounding an RFID deployment? For examplga surprise
of the work on library RFID was the amount of time spent meeting with li-
brary sta, library activists, and in library commission me etings. Finding the
right balance between generating new research and dissengiting research re-
sults has been a challenge. Another challenge in this area beébeen describing
the results of our research to members of the general publidibrary sta, and
decision-makers, few of whom have a background in computercence or com-
puter security.

The second issue igredibility and partiality . Do we appear to be unduly fa-
voring one side or the other of the debate? The danger here it by appearing
partial, we may compromise our credibility and hence our opprtunity to make
an impact. We have been inspired here by Blaze's account of iexperiences in
the key escrow and export control debates of the 1990s, and iadvice to avoid
partiality by focusing on questions of technical possibilty and impossibility [14].

As we noted in the Introduction, other deployments of RFID have led to
political debate, boycotts, and demonstrations. Several &tes, including Cal-
ifornia, have also introduced bills to regulate one aspect nanother of RFID
technology. Therefore, we expect research into RFID secusi and privacy will
continue to have direct political relevance. Researchers arking in the area
should be prepared for these debates.
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7.3.2 The Road To Impact

Beyond the issues of politics and RFID, there is a larger qué®n: how can
research into RFID security and privacy make an impact on RFID practice? At
the end of the day, this is a question of supply and demand. Beifre a particular
feature will be used, customers of RFID need to demand it, andnanufacturers
of RFID need to supply it.

Our research is relevant here because we have given an analysf RFID pri-
vacy threats and proposed new features for RFID privacy. Bedre these features
can be used, however, a large amount of work remains to take #m from paper
to practice. It is not clear how much of this work can be done byacademic
researchers and how much can be done by commercial entitiesuch as RFID
manufacturers.

7.3.3 The Bottom Line

Several large-scale deployments of RFID devices already isx, and more are on
the way. Unless we address the security and privacy issues iRFID now, we
will nd ourselves locked into vulnerable RFID technologies. We have made
concrete progress on technical issues in building better RIP architectures, but
more work remains in the technical, political, business, ad social realms.
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