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1. NORMS AND LAW

This paper examines the privacy impacts of using RFID to tag information goods such as books, music, and video.  Individuals have strong expectations of privacy in their choice of information content.  Generally, people can purchase and browse information without identifying themselves.  Although library borrowing requires registration, libraries have historically been staunch defenders of patron privacy, providing elaborate policy mechanisms to ensure records are kept private when at all possible. [1] TA \s "[1]"  Bookstores have been similarly protective of patron privacy.  Kramer Books sued to protect Monica Lewinski’s book purchase records from subpoena, an action which many literary organizations, including the Association of American Publishers and the Recording Industry Association of America, applauded and committed support for. [14] Similar events took place in Colorado with a bookstore called “The Tattered Cover.” [8]
Bookstore and library policies which protect privacy are grounded in the Constitution, which through the First and Fourth Amendments, protects free and private access to information.  The Supreme Court provides compelling examples of the limitations of the power of the state to discover the content of individual consumption in a series of foundational cases. [6]
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Congress and state legislatures have created a patchwork of industry-specific statutes that shield records of individual inquiry from disclosure to both public and private parties.  These laws are generally based on Fair Information Practices.  For example, at the federal level, the Cable Television Privacy Act protects cable television subscribers from unfair data collection and use, [3] and the Video Privacy Protection Act protects the video rental records from release without a court order. [2] Similar laws protect library records in 48 states. [4]
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2. RISKS OF USING RFID
RFID tags used for retail applications and tags used for libraries have significant distinctions.  Retail 915MHz tags cost less than half as much ($0.20 / tag) as library 13.57MHz tags ($0.50-0.75 / tag), and can be read at ten times the distance (20-30 ft) as library 13.57MHz tags (2-4 ft).
All RFID operates through radio, which by its nature, anyone within range can hear.  Current generation tags lack access control.  Thus, anyone can see information on tags including unintended third parties.  The digital contents of all RFID tags can be anything within the constraints of tag memory.  Even when opaque rather than transparent labels are used, unauthorized third party readers can build databases linking static ids to real objects.  
Retail users of RFID will use the Electronic Product Code (EPC): a 96-bit number designed to uniquely label individual items. [10] EPC users will have access to services that reference individual labels with information about manufacturer, product class, and tracking history.  EPC Discovery Service is an aggregate database of RFID “sightings” collected from independently owned readers.  Anyone with access to this database can leverage many connected readers to monitor or track the movement of a particular RFID.

Most frequently libraries label RFIDs with unique ids (not EPCs) which differ from library to library and help to mask the association between tags and books.  However tag-book and tag-library associations can still be discovered by examining a book physically.  Since library labels are static and locally unique, point-to-point tracking can also still take place.  With some tags we examined (ISO 15693 13.56MHz), globally unique collision identifiers provide a static way of tracking tags, irrespective of what the application-level contents of those tags are. [21] The trend for RFID has been to make tags smaller by reducing chip size and concealing antennas. [11] Thus individuals may not know when items are tagged.  Even with notice, individuals may not have a choice whether tags are read or not because readers at check points, such as anti-theft gates, can enforce proximity.  Tag information may be joined together or with data from other sources.  For example, a reader could also work in tandem with other devices such as a camera. [17]
3. TECHNICAL SOLUTIONS
Killing a tag, as demonstrated by current models of EPC tags, [10] at the point of sale would minimize subsequent threats to individual privacy without limiting the inventory tasks of RFID.  However, retailers may see no benefit to purchasing expensive machines to deactivate tags, and may see loss in the form of opportunity costs relating to post-sale applications.  Consumers themselves may not want tags deactivated.  Consumers use many different products to manage their personal libraries and RFID may enhance these products. [15]
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One approach for libraries and rental businesses that cannot kill tags may be to rewrite RFID tags with a new random number on each checkout. [20] This change is within the reach of current generation tags and would prevent the unauthorized compilation of bibliographic directories.  However, the random number scheme does not address point-to-point tracking.  A different approach is to introduce a read password.  Although no current generation tags support a read password, forthcoming ISO 18000-3 Mode 2 tags have space for one.  Unfortunately, passwords are easily overheard or collected by spoofing a tag.  Moreover, it is difficult to give different tags different read passwords without uniquely identifying them.  Previous proposals for overcoming the tracking threat include the randomized hash locks and hash chains. [20]  Neither proposal is practical for libraries or retail stores, where there may be hundreds of thousands of items.  Further, both protocols assume problematic features such as collision-resistant hash functions and the ability to write permanent state at the end of a read.

4. BEST PRACTICES
Until a time when technical solutions are more readily available, retailers should support the option to kill tags at the point of sale and customers should be provided with an unconditional option to do so.  Bibliographic and transactional information should never be written to a tag.  A short unique string may be used to link a tag to a more detailed data record with additional protection.  Tag manufacturers should not retain information contained on tags.  Manufacturers should make clear whether the collision avoidance behavior of tags uniquely identified them.  Libraries should avoid using standardized RFID label formats (ISBN and EPC) since they make it easier to get product identifying information.  Information should also be obscured through use of a non-standard encoding format.  Retail suppliers using RFID should not subscribe to the EPC Discovery Service, which compounds the threat of point-to-point tracking.  Use of internal information systems can make inventory transparent within and between cooperating companies with less of a tracking risk.  Fair Information Practices should be implemented for RFID including educational programs for staff.

Policy makers might fruitfully pursue Federal Trade Commission definitions of RFID practices considered unfair or deceptive, as well as laws (such as the California’s proposed S.B. 1834) that implement Fair Information Practices.  Meanwhile, legal requirements will be ineffective without technical solutions which enable implementers to comply with regulations.
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� Lamont v. Postmaster General restricted the state’s power to compel recipients of Communist literature to notify the Post Office; United States v. Playboy restricted the state’s power to implement restrictions on the broadcast of adult programming . 
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